# Wazuh i1 deception technology

czyli po co nam honeypoty
[AOREen

EEEEEE Ey



# Deception technology

> Honeypot: - przyneta + putapka

> Serwer, ustuga, plik, zaséb sieciowy
1 wiele, wiele innych

> Cel: wykrycie incydentu

> Minimalizacja czasu wykrycia (MTTD)

> Lokalizacja - gtdéwnie siecil prywatne

> Low hanging fruits

> No false positive - podejscie
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Visits: 15058
Data Size: 31 GB
Last View: 11-85 15:50:51

2024-89-26 17:67:06

www.tokiwa-group.co.jp
PUBLISHED

Visits: 15171
Data Size: 87 GB
Last View: 11-85 15:51:21

2624-89-26 16:58:59

gsdwi.org
PUBLISHED

Visits: 18786
Data Size: 148GB
Last View: 11-85 15:55:26

2024-89-24 14:1@:05

Visits: 15852
Data Size: 160 GB
Last View: 11-85 15:51:84

2024-89-26 17:04:87

WWW .pl
PUBLISHED|

Visits: 15248
Data Size: 296 GB
Last View: 11-85 15:51:29

2824-89-26 16:53:19

libraries.delaware.gov
PUBLISHED

Visits: 15237
Data Size: 56 gb
Last View: 11-85 16:01:82

2024-89-24 13:52:34

Visits: 15605
Data Size: 118 GB
Last View: 11-85 15:51:13

2024-89-26 17:60:58

appweb.usinacoruripe.com.br
PUBLISHED

Visits: 14284
Data Size: 56GB
Last View: 11-85 15:51:36

2624-89-24 18:34:14

tellurianinc.org
PUBLISHED

Visits: 16791
Data Size: *GB
Last View: 11-85 15:51:55

.praca.gov.pl

Visits: 63
Data Size: 200 GB
Last View: 08-14 10:53:54

2024-89-14 22:47:29

2024-088-14 09:53:42
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3 wen@kali-vbox: ~
Usage: 27%

05; kali GHUALinux Rolling =
Host: VirtualBox 1,2
Kernel: 6.1, 0 kallE amdfid
Uptime: 200 m
Packages: 28?0 {dpkg)
Shell: zzh &
Resolution: 1024><?88
DE: ¥fce 4,18
ll’l‘ Hfumd

HH Theme: Kali-Dark
Theme: kali-Dark [GTK2], adu
Tcons: Flat-Remix-Blue-Tark
Terminal: xterm
CPU: Intel i7-BEOOU (2) @ 2.
GPU: 00:02,0 YHuare SVGA 11
Hemory: S80MiE 7 3024MiE

Wastebasket

A System

Home

KATRNNUX

"the quieter you become, the more you are able to hear®




# Inne zastosowania - informatyka Sledcza
>W 2017 zamkniete 2 black markety (Hansa i1 AlphaBay)

> Uzytkownicy namierzeni przez plik Excela inicjujacy potaczenie zwrotne
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> Forum ,,Cebulka” w polskim darknecie

> Luty 2025:
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Cebulka

Polish .onion forum

3: cebulk hnbpwmgapg5pfosd4ngax tzvha7aSrigndghvadeyd.onion

Gtowna Uzytkownicy Regulamin Szukaj Rejestracja Logowanie Escrow Blog

@ 964 pLN | @) 400 321 PLN

Nig jes

Wygast kanarek administratora forum, systemy dziataja w trybie awaryjnym. Nowe
transakcje Escrow zostaty tymczasowo zablokowane. Oczekuj komunikatu odwotania lub
dalszych intrukcji na blogu Cebulka.in podpisanych kluczem PGP administratora.
Zachowaj dystans do informacji z innych Zrédet, ktore moga okazac sie dezinformacja.



> Wykrywanie i1 Sledzenie nowych zagrozen [Aopen

> Analiza 0-dayéw

> Analiza aktywnosci intruzow

Wrazliwe dane medyczne milionow
Polakow na wyciggniecie reki
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# SANS Dshield honeynet

« > C O B https://github.com/Dshield-1sC/dshield B % iy
o Product ¥ Solutions ¥ Resources ¥ Open Source ¥ Enterprise ¥ Pricing {M Search or jump to... ’ ] Signin
H DShield-ISC / dshield (Public L\ Notifications % Fork 83 ¥y Star 460
<> Code (2) Issues 11 1 Pullrequests (2) Actions [ Projects [0 Wiki (@) Security |~ Insights
¥ main - P 12 Branches ©) 0Tags Q, Gotofile _ About
DShield Raspberry Pi Sensor
o jullrich fixing max score null issue % dca397d - 6 months ago  ¥5) 1,176 Commits
& www.dshield.org
B .github Fix GitHub action versions 2 years ago @ Readme
I bin fixing iptables.local overwrite 6 months ago &5 GPL-2.0 license
& Security policy
B dict Added support for openSUSE, added support for saving ... 5 years ago
A~ Activity
B docs Update Ubuntu.md 2 years ago [E] Custom properties
B etc allow for local iptables rules 6 months ago 10 s Bl
® 52watching
B lib/systemd/system 1SC-1 #Update default settings 3 years ago 4 83forks
| s fixing max score null issue 6 months ago Report repository
terraform Bump honeypot version to match 3 years ago
- f i 4 E Releases
[ .dockerignore fixing ssl 6 years ago No releases published
[ .gitignore adding requirements.txt back 2 years ago
Packages
[ ACKNOWLEDGEMENTS.md Spelling corrections. 6 years ago
Mo packages published
[ Dockerfile 1SC-1 #Add HTTP plugin 3 years ago
= Contributors 27
LICENSE Create LICENSE 8 years ago
U] B el
[} README.md Update README.md last year 4 a4
HE0608
™ RFADME Terraform.md included Azure information 3vears ano {.‘3‘ ﬁ, i -
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> Low interaction
> Medium interaction

> High interaction

/honeypots# psql -h localhost -p 6432 -U pgadmin
Password for user pgadmin:

psql: error: connection to server at "localhost" (127.0.0.1), port 6432 failed: server closed the connection unexpectedly
This probably means the server terminated abnormally
before or while processing the request.
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> Python Honeypots:
> CanaryTokens:
> OpenCanary:

> T-pot:

> Zestawienie honeypotow:
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https://pypi.org/project/honeypots/
https://canarytokens.com/nest/
https://github.com/thinkst/opencanary
https://github.com/telekom-security/tpotce
https://github.com/paralax/awesome-honeypots

4

> Prosta instalacja (PIP)

> Prosta konfiguracja

> Niskie wymagania
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kuba@soc:~/honeypots$ cat pg.json
{
"logs": "file,terminal, json",
"logs location": "/home/kuba/honeypots/logs/",
"syslog address": "",
"syslog facility": 0,
"postgres": "*",
"sqlite file":"",
"db options": [],
"sniffer filter": "",
"sniffer interface": "",
"honeypots": {
"postgres": {
"port": 5432,
"ip": "0.0.0.0",
"username": "pgadmin",
"password": "pgadminl23",
"log file name": "pg.log",
"max_ bytes": 100000,
"backup count": 10
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> Adres zrédtowy, uzyte login i hasto, status logowania
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"/honeypots# cat logs/pg.log

{"action": "process", "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "src
, "timestamp": "2025-02-25T13:22:56.451775"}

{"action": "connection", "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "
"2025-02-25T13:25:11.305691"}

{"action": "connection", "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "
"2025-02-25T13:25:15.746075"}

{"action": "login", "dest ip": "0.0.0.0", "dest port": "6432", "password": "admin", "server": "pos
", "status": "failed", "timestamp": "2025-02-25T13:25:15.747331", "username”: “admin"}

{"action : “connecction”, "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "
"2025-02-25T13:25:46.759564"}

{"action": "connection", "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "

"2025-02-25T13:25:49.628230"}
{"action": "login", "dest ip": "0.0.0.0", "dest port": "6432", "password": "adminl23", "server": "
680", "status": "failed", "timestamp": "2025-02-25T13:25:49.629392", "username": "pgadmin"}

{"action": "process", "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "src
, "timestamp": "2025-02-25T13:26:57.194033"}

{"action": "connection", "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "
"2025-02-25T13:27:03.771057"}

{"action": "connection", "dest ip": "0.0.0.0", "dest port": "6432", "server": "postgres server", "

"2025-02-25T13:27:13.605280"}
{"action": "login", "dest ip": "0.0.0.0", "dest port": "6432", "password": "pgadminl23", "server":
45592", "status": "success", "timestgmp": "2025-02-25T13:27:13.606582", "username": "“pgadmin"}
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Dashboards Incydenty critical i high Full s

Last 24 hours

(= — + Add filter

Licznik incydentéw waznych Licznik incydentéw krytycznych

HIGH SECURITY INCIDENTS CRITICAL SECURITY INCIDENTS
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https://OpenSecurity.pl/materialy
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