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Wazuh: Open Source SIEM dla skutecznej ochrony
przed cyberzagrozeniami

e —

Adam Pielak, IT Security, Beyond.pl

Poznan Security Meetup, 09.04.2024



Agenda

1| Wprowadzenie

2 | Sktadniki

2.1 | W.Indexer

‘ 2.2 | W.Manager
‘ 2.3 | W.Dashboard
‘ 2.3.1 | Przeglad W.Dashbiards

2 @

%2 beyond.pl | ©

nowacja bezpieczeristwo sparcie klienta wydajnosé

READY

DATA CENTER

3 | W.Agents

3.1 | Architektura

3.2 | Komponenty

3.3 | Mozliwosci

4 | Monitoring logow

5 | Aktywne reagowanie

6 | Integracje

7 | Podsumowanie

EE|




- \\ i

T 100%

DATA CENTER

Wprowadzenie f NN s e | SRy P

e zbudowany na projekcie OSSEC

* rozwijany od ponad 9 lat

* znaczna rozbudowa od sameqo projektu OSSEC 0S
* integracja z innymi narzedziami i ustugami

Yy wazuh.

The Open Source Security Platform
XDR
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Architektura

[l

Wazuh Indexer
(OpenSearch fork)

Indeksowanie oraz
przechowywanie zdarzen
bezpieczenstwa.

Mozliwos¢ konfiguracji
jednoweztowej instancji lub jako
wieloweztowy klaster.

Gtéwe indeksy:

* wazuh-alerts

* wazuh-archives

* wazuh-monitoring
*  wazuh-statistics

> beyond.pl ‘ D @
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Wazuh Manager
(OSSEC fork)

Gtéwny serwer przetwarzajacy
i identyfikujacy zdarzenia
bezpieczenstwa ktore sg
dostarczane za posrenidctwem
Filebeat do W.Indexer.

Moduty:

*  Obstuga agentéw
*  Silnik analizy

*  RESTfulAPI

*  Klaster Wazuh

*  Filebeat

Wazuh Dashboard
(OpenSearch Dash. fork)

Wizualizacja przetworzonych
danych.

Pulpity podzielone na:

* Zdarzenia bezpieczenstwa
e Zgodnosci z przepisami

* Podatnosci

* FIM

*  Zarzadzanie agentami

* Konfiguracja

*  Monitoring, statystyki itp.



Wazuh Manager - Funkcje

Docker
Monitorowanie
kontenerow

FIM 7 ¢
odnosc z
Monitorowanie g ) Baza Aktywne
integralnosci normami CDB reagowanie
plikow Complaiance

Analiza
podatnosci
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Mozliwosci eaDy ] ENaoy

Zbieranie danych dziennika

Gromadzenie danych dziennika to proces ciggtego gromadzenia i analizowania rekordow dziennika z serwerow, urzgdzen i innych zrodet
w czasie rzeczywistym za posrednictwem plikow tekstowych lub dziennikow zdarzen systemu Windows. Moze rowniez bezposrednio
odbierac zdalne dzienniki systemowe z zapor ogniowych i podobnych urzgdzen.

Wuykrywanie podatnosci

@ Modut ,,Vulnerability Detector” pomaga wykrywac luki w systemie operacyjnym i aplikacjach zainstalowanych na punktach koncowych.
Zrodta te utrzymujq bazy danych znanych luk w zabezpieczeniach obecnych w programach i 0S. Sq one indeksowane przez Canonical,
Debian, Red Hat, Arch, ALAS, Microsoft oraz NVD.

Monitorowanie polecen
Monitorowanie wynikow okreslonych polecen, ktore nie pojawity sie w logach. Aby ta mozliwosc dziatata, agent musi akceptowac
polecenia zdalne od menedzera.

Bezpieczenstwo Dockerow
Platformy kontenerowe sq monitorowane poprzez scentralizowane logowanie w czasie rzeczywistym oraz skanowane w poszukiwaniu luk
w zabezpieczeniach.

Inwentaryzacja systemu
Zawiera informacje o zasobach monitorowanego srodowiska, ktore sq wyswietlane na pulpicie nawigacyjnym agenta.

- beyond.pl g @ 6
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Mozliwosci Al

READY Y
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DATA CENTER

Monitorowanie integralnosci plikow FIM
Pliki i katalogi mogq byc okresowo skanowane pod kgtem wszelkich zmian. Konfiguracje powinny byc¢ wykonane w agencie i
menedzerze Wazuh, aby okreslic, ktore sciezki i katalogi majg by¢ monitorowane.

Wuykrywanie ztosliwego oprogramowania

Sam FIM nie moze wykryc obecnosci ztosliwego oprogramowania w systemie. FIM powinien byc potgczony z requtami wykrywania
zagrozen, takimi jak YARA i zrodtami informacji o zagrozeniachnp. VirusTotal i listg skrotow plikow CDB, aby wykryc ztosliwe pliki i
wzorce, ktore pokazujg obecnosc ztosliwego oprogramowania.

Listy CDB i analiza zagrozen

Dzieki zastosowaniu listy CDB, ktora zawiera liste znanych wskaznikow zagrozenia ztosliwym oprogramowaniem, Wazuh moze wykryc
obecnosc ztosliwego pliku, jesli jego sygnatura zostanie znaleziona na liscie. Dziata to dobrze z FIM, ktory skanuje w poszukiwaniu
wszelkich zmian w sciezce, plikach lub katalogach.

Integracja VirusTotal

Alerty sg wyzwalane, gdy FIM wykryje wszelkie zmiany w monitorowanych folderach, co powoduje, ze integracja VirusTotal wyodrebnia
wartosc skrotu pliku. Hash jest nastepnie porownywany z bazq danych VirusTotal przy uzyciu API. Nastepnie otrzymuje sie odpowiedz,
ktora moze wywotac alert, ktdory moze zawierac btgd lub wskazywac na obecnosc ztosliwego pliku.

Monitorowanie integralnosci plikow i YARA

YARA to narzedzie do identyfikacji ztosliwego oprogramowania i ztosliwych plikow poprzez dopasowanie wzorcow i regut. W potaczeniu z FIM
pliki, ktore powoduja alerty, rozpoczynajg skanowanie YARA plikow i testujq je zgodnie z jego zasadami, aby okreslic, czy sg one ztosliwym
oprogramowaniem, czy nie. Wyniki skanowania zostanq przekazane menedzerowi w celu dekodowania, analizy i powiadamiania. Dekodery
muszq zostac dodane do serwera, aby te skany mogty zosta¢ zdekodowane.

- beyond.pl @ g @ 7
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Mozliwosci READY

Kolekcja dziennikow Windows Defender i innych AV
WIIF | Agenci w punktach koncowych systemu Windows mogg byc skonfigurowani do zbierania dziennikow Windows Defender,
ktore zawierajq stan ustugi i wyniki skanowania na punktach koncowych.

Monitorowanie polityki bezpieczenstwa
Zapewnia, ze wszystkie monitorowane punkty koncowe sq zgodne z predefiniowanymi regutami dotyczacymi ustawien konfiguracji
i zatwierdzonego uzytkowania aplikacji (Rootcheck, OpenSCAPi CIS—CAT)

Niestandardowe requty wykrywania ztosliwego oprogramowania 10C
Pozwala na zbudowanie niestandardowego zestawu regut w celu wykrywania nowych wariantow ztosliwego oprogramowania,
ktore maja nowe wskazniki i wzorce zachowan.

Ocena konfiguracji bezpieczenstwa

Hardening to proces zabezpieczania punktow koncowych poprzez zmniejszenie ich powierzchni podatnosci. 0cena konfiguragji
bezpieczenstwa (SCA) analizuje i potwierdza, czy system przestrzega z gory okreslonych ustawien konfiguracji aplikacji. Modut SCA
przeprowadza amnalize w celu zidentyfikowania wszelkich btednych konfiguracji i stabosci w punkcie koncowym oraz zaleca srodki
zaradcze.

Aktywna reagowanie na zagrozenia
Korzysci z aktywnej reakcji obejmuja: zapewnienie wglagdu w zdarzenia bezpieczenstwa w czasie rzeczywistym, zmniejszenie ilosci
alarmow, automatyzacje dziatan reagowania na zagrozenia, dostarczanie nieszablonowych skryptow odpowiedzi.

- beyond.pl g @ 8
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Architektura

Endpoints Wazuh central components

Wazuh agent

Server
E : ; q I W. server cluster

E Master node

: 1 - W. dashboard
. : . Filebeat oO—O E- °
. . API
Wazuh agent
Nodes communication
master- worker
Laptop : . '
——— Wazuhagent E Worker node ﬁ W. Indexer

—O Wazuh indexer node

Network .
Q load balancer L O O
: . Analysis engine Filebeat

L ]
Cloud instance °
@ : e - ® .
Wazuh agent ° o

E Worker node

E : S
. : . Analysis engine Filebeat
Virtual Machine . .
ﬁ Wazuh agent . :

L O Wazuh indexer node
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Wazuh Dashboard

Total agents

417

Active agents

371

SECURITY INFORMATION MANAGEMENT

80 Security events @ Integrity monitoring
Browse through your security alerts, identifying issues and threats in your Alerts related to file changes, including permissions, content, ownership and
environment. attributes.

aws  Amazon AWS @ Office 365

Security events related to your Amazon AWS services, collected directly via AWS
APIL.

Security events related to your Office 365 services.

Google Cloud Platform GitHub

Security events related to your Google Cloud Platform services, collected directly
via GCP API.

Monitoring events from audit logs of your GitHub organizations.

THREAT DETECTION AND RESPONSE

Vulnerabilities

@ VirusTotal

Alerts resulting from VirusTotal analysis of suspicious files via an integration with
their API.

Discover what applications in your environment are affected by well-known
vulnerabilities.

Osquery Docker listener

()

Osquery can be used to expose an operaling system as a high-performance

relational database. starting, stopping or pausing events.
BB MiTRe ATTRCK
[S]=]
Security events from the base of y tactics and
based on real-world observations
o © B
¥+, beyond.pl
innowacja bezpieczeristwo wsparcie klienta wydajnosé

Monitor and collect the activity from Docker containers such as creation, running,

Disconnected agents

45

—o—
—o-
—o—

=
[

Pending agents

Never connected agents

1

AUDITING AND POLICY MONITORING

Policy monitoring

Verify that your systems are configured according to your security policies
baseline.

OpenSCAP

Confi i and of
checks.

using SCAP

Security configuration assessment

Scan your assets as part of a configuration assessment audit.

R
-

[

System auditing

Audit users behavior, monitoring command execution and alerting on access to
critical files.

CIS-CAT

Configuration assessment using Center of Internet Security scanner and SCAP
checks.

REGULATORY COMPLIANCE

PCIDSS

Global security standard for entities that process, store or transmit payment
cardholder data.

TSC

Trust Services Criteria for Security, Availability, Processing Integrity,
Confidentiality, and Privacy

HIPAA

Health Insurance Portability and Accountability Act of 1996 (HIPAA) provides data
privacy and security p i for sal ding medical ir .

=
]

=

NIST 800-53

National Institute of and Special 800-53 (NIST
800-53) sets guidelines for federal information systems.

GDPR

General Data Protection (GDPR) sets guidelines for ing of

personal data.

10



= O WGZUh. N Modules Index pattern wazuh-alerts-* v a ]

Total agents Active agents Disconnected agents Pending agents Never connected agents
SECURITY INFORMATION MANAGEMENT AUDITING AND POLICY MONITORING
8':] Security events @ Integrity monitoring ‘Ul’l Policy monitoring .«\//\_ System auditing
v S
Browse through your secunty alerts, identifying issues and threats in Alerts related to file changes, including permissions, content, ownership Venfy that your systems are configured according to your secunty Audit users behavior, montonng command execution and alerting on

your environment. and attributes policies baseline acoess o critical files

@ Security configuration assessment

Scan your assets as part of a configurabion assessment audit.

THREAT DETECTION AND RESPONSE REGULATORY COMPLIANCE
Vulnerabilities B5 MITRE ATTACK = PCIDSS ‘> NIsT800-53
Discover what applications in your environment are affected by well- Security events from the knowledge base of adversary tactics and Global security standard for entities that process, store or transmit National Institute of Standards and Technology Special Publication 800-
known vulnerabiities techniques based on real-world observations payment cardholder data 53 (NIST 800-53) sets quideknes for federal information systems.
(= 71sc [H1 corr
(=] —_—
Trust Senvices Critena for Securty, Availability, Processing Integrity General Data Protection Regulation (GDPR) sets quidelines for
Confidentiality, and Privacy processing of personal data

HIPAA

Health Insurance Portability and Accountabdity Act of 1986 (HIPAA)
provides data privacy and security provisions for safeguarding medical
information

¥ beyond.pl @ o ® @
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Agenci dostepni na rozne platformy READY

’
a0 - D = Dux

Potgczenia Agent—Manager port tcp/udp 1514 szyfrowanie AES (dla kazdego z agentow)

Serwer moze akceptowac potaczenia po porcie 514 (syslog).

W celu scentralizowania zbierania logow, serwer syslog moze rowniez byc uruchomiony
na Agencie jak i Managerze.

¥ beyond.pl © @ ‘, & 13
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= (O wazuh.

Debian Security events
D
001

MITRE

Top Tactics
Credential Access
Lateral Movement
Defense Evasion
Privilege Escalation

Inal Acosss

Events count evolution

A

Status
. actve

Agents Deblan
Integrity monitoring SCA System Auditing Vulnerabikties MITRE ATTECK More...
P Version Growps
10.0.1.9 Wazuh va 40 detak
'
- Compliance et
ul ® 10.25(2490)
2151 ® 10242150
157 @® 106.1(135)
83 ® 022(M)
3 ® 14(0)
209
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[G Wventory data

O Detlan ONWLINUX 11

FIM: Recent events
Time & o

Feb 2,203 9
0%5:22:40.198

Feb1,2023 @
17:22:36.977

SCA: Laslest scans

o Stats

Movesolv.con

fetciresolv.cont

Index pattern

£33 Configuration

Chuster node
worker_O1

modified

modified

CiS Benchmark for DebianiLinux 10 [JEEiSeSiEn0)

Pobcy

CIS Banchmark for Deblan/Lirux 10

End scan

Feb 2, 2023 @
05:21:40.000

wazuh-alerts-* v

Rogistration date
Jan 13, 2023 @ 19:27:21.000

Rule gescripion

Integrity checksum changed.

INtegrity ChHacksum changed

73 m

Last keep abve
Feb 2, 2023 @ 1155:58.000

Last 24 hours v

@

Rute Level  Rule id

£
Notspplics . Score
8 8%
<1
< 14 >



Komponenty Wazuh Agent

FIM

Monitorowanie
integralnosci
plikow
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Wykonywanie
polecen

Docker
Monitorowanie
kontenerow

Aktywne
reagowanie
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Monitorowanie logow oraz danych wyjsciowych READY

<localfile>
<log_format>syslog</log_format>
<location>/var/log/messages</location>
</localfile>

<localfile>
<log_format>eventchannel</log_format>
<location>Application</location>
</localfile>

<localfile>
<log_format>json</log_format>
<location>/var/log/suricata/eve-+.json</location>
<label key="@source">suricata</label>
</localfile>

- beyond.pl D @
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<localfile>
<log_format>full_command</log_format>
<command>netstat -natp | grep '“tcp .*LISTEN ' | sort | sed 's/LISTEN \+[0-9]\+\///g'
| grep -v "127.0.0.1:" | awk '{print $4"\t"$6}'</command>

<frequency>300</frequency>
<alias>netstat listening ports</alias>
</localfile>

<rule id="533" level="7">
<if_sid>530</if_sid>
<match>ossec: output: 'netstat listening ports</match>
<check_diff />
<description>Listened ports status (netstat) changed (new port opened or closed).
</description>
<group>pci_dss_10.2.7,pci_dss_10.6.1,¢gpgl3_10.1,gdpr_IV_35.7.d,hipaa_164.312.b,
nist_800_53_AU.14,nist_800_53_AU.6,tsc_CC6.8,tsc_CC7.2,tsc_CC7.3,</group>
</rule>

16



Monitoring syslog — Mikrotik i

MikroTik S safeMode | 4 | Quick Set Terminal =

e > Enabled

D s = oon_+]

(oo J(Lox )

MikroTik @ safeMode | 4 | @ \ E

s 1p > Name remote
£ IPVe >
0 N Type remote v
g Routing > Remote Address 192.168.56.170
System v

Remote Port

Src. Address ¥

i

BSD Syslog

a

Syslog Facility laemon v

I

Syslog Severity 4  emergency

(oo ) [ox |

- beyond.pl 3 Q <17
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Monitoring syslog — Mikrotik

= () WQZUN. Vv Modues  Ubuntulatest | Security events @ Indexpattern  wazuh-alerts* v (@ @
Jan 10,2024 @ MikroTik router rebooted 5 110002
14:11:05.625
Table  JSON  Rule
@timestamp 2024-01-10T13:11:05.625Z = 0O wazuh. v Modules Ubuntu-latest Security events Index pattern wazuh-alerts-* v a @
-id 7uB_84wBMM,|WslaQkKfx A 2 Vi
Top 5 alerts 4 Top 5 rule groups s Top 5 PCI DSS Requirements L4
agent.id 003
@ syslog: User authen... @ Mikrotik ® 1024
@ @ [T agentip 192.168.56.170 ‘ @ MikroTik user logge... @ access_control ® 1025
@ MikroTik router rebo... @ authentication_failed
agent.name Ubuntu-latest
@ MikroTik user logge... @ syslog
data.action rebooted @ MikroTik user logge...
data.logtimestamp Jan 10 13:11:04
decoder.name mikrotik
full_log Router0S7.1-logs: Jan 10 13:11:04 MikroTik router rebooted
id 1704892265.101768 =
Security Alerts s
input.type log
Time Technique(s) Tactic(s) Description Level Rule ID
location Ivar/log/mikrotik.log
, Jan10,2024@ MikroTik router rebooted 5 110002
manager.name centos 14:11:05.625
le.description i
" in MikeoTik router rebooted y; 4anil0,2024.9 MikroTik dhcp-client received an IP address 192.168.56.173 5 110001
14:11:05.625
rule firedtimes 1
Jan 10,2024 @ " "
e groups Vikrotic 5 e MikroTik user logged out via ssh 5 110003
rule.id 110002
> Jan 10,2024 @ MikroTik user logged in from 192.168.56.167 via ssh 5 110004
14:10:47.535
rule.level 5
> Jan 10,2024 @ MikroTik user logged out via ssh 5 110004
13:49:20.197
> 4a0 10, 2024 © MikroTik dhep-client received an IP address 5 110001
13:16:38.788
, Jan10,2024@ MikroTik router rebooted 5 110002

13:16:38.788

¥ beyond.pl % 18
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Mikrotik Agentless — Active Response READY

DATA CENTER

echo "“date’ $0 $ALERT"

lladdll

printf '{"versioh":l;"origin":{"name“:"remove-threat",“module“:"active-response“},"command":"check_keys", “"parameters":{"keys":["$IP"]}}\n'

| RESPONSE
COMMAND2 echo jq -r .command
“"continue" |
echo "“date '+%Y/%m/%d %H:%M:%S'" $0: $ALERT"
0;

ssh -1 -1 . R §! /ip firewall filter add action=drop chain=input src-address P comment

"delete"
ssh -1 -1 , 1IKI /ip firewall filter remove [find comment

echo "‘date’ $0 'Unable to run - '$ALERT"

¥, beyond.pl



Monitoring USB

= (O wazuh. v wow M y events © B o
/7 Va i 7
. R R . Top 5 alerts L4 Top 5 rule groups L4 Top 5 PCI DSS Requirements 4
<!-- Rule for USB monitoring in Linux-->
<group name="Linux, usb,"> @ Listened ports statu... ® mac0s @® 10.25
S0 LRI Wy @ Successful sudo to @ ossec @ 1061
<field name="serial">\w+</field> '
<field name="type">usb_device</field> @ macOs: USB device... ® sysiog @ 1022
<description>A PNP device $(vendor) $(model) was connected to $(hostname).</description> @ macOS: USB device... @ usb-detect ® 1027
</rule> @ sshd: authentication... @ authentication_succ... @22
<rule id="111011" level="8">
<if_sid>111010</if_sid>
<list field="serial" lookup="not_match_key">etc/lists/usb-drives</list>
<description>Unauthorized PNP device $(vendor) $(model) was connected to $(hostname).</descriptio :=
</rule>
</group>
N
Security Alerts I'd
Time L Description Level Rule ID
v |
O WQZUh. Modules Abdullahs-Mac.l... Security events ® > Jan 10, 2024 @ 14:07:08.066 macO$: Unauthorized USB drive RTL8152 Fast Ethernet Adapter was disconnected. 8 111063
Jan 10, 2024 @ 14:05:02.264 macOS: Unauthorized USB drive RTL8152 Fast Ethernet Adapter was connected.
> Jan 10, 2024 @ 14:06:51.783 Successful sudo to ROOT executed. 3 5402
Table  JSON  Rule
> Jan 10, 2024 @ 14:06:41.753 sshd: authentication success. 3 5715
@timestamp 2024-01-10T08:05:02.264Z
_id RCxnBowBrjf1OAkpSAKg > Jan 10, 2024 @ 14:05:02.264 macOS: Unauthorized USB drive RTL8152 Fast Ethernet Adapter was connected. 8 111061
agent.id 001
agentip 172988192 > Jan 10, 2024 @ 14:03:59.388 Screen unlocked with userlD:501. 3 89602
agentname Abdullans-Mac.local Authorized USB drive: filters Unauthorized USB drive: filters b
>
data.aws.accountld
data.aws.region Agent Count Agent Device . Count
> filters ] Agent P Device Name USB Description filters L] Agent IP Name USB Description
data.devicelnfo.idProduct 8152
. . Authorized USB 003 172288139 WINNLAB ADATA USB Flash Drive 6 Unauthorized USE 003 172288139 WINNLAB Volume 10
data.devicelnfo.idVendor Obda
drive USB Device drive
data kL i g 00E04C365880
Authorized USB 003 172288139 WINYILAB USB Mass Storage 3 Unauthorized USE 003 172288139 WINNLAB New Volume 6
data.devicelnfo.productName RTL8152 Fast Ethernet Adapter drive Device drive
data.devicelnfo.vendorName Realtek Semiconductor Corp.
Authorized USB 003 172288139 WINTILAB ADATA 2 Unauthorized USE 003 172288139 WINNLAB WDC WD10 JPVX- 6
data.eventType UsBConnected drive drive 75JC3T0 USB Device
daratimestamn 2024-01-10T00:05:00.211-08:00 Authorized USB 003 172288139  WINTILAB Volume 2 Unauthorized USB 003 172288139 WINIILAB  ADATAUSB Flash Drive 3
decoder.name json drive drive USB Device
’ full log \"devicelnfo™{"kUSBSerialNumberString":"00E04C365880","pr Authorized USB 004 172288158 WIN- ADATA USB Flash Drive 1 Unauthorized USB 003 172288139 WINNLAB USB Mass Storage Device 3
SBComected’) darive IEPFOIBFTOD  USB Device drive
id 1704873902.31510
14 28
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Monitorowanie zmian konfiguracji FIM

= (O wazuh. v Modules ubuntu_server Integrity monitoring ® a ®

Inventory Dashboard Events 99 ubuntu_server (003) X

) v Search DQL [ v~ Last 24 hours Show dates

manager.name: ubuntu | rule.groups: syscheck = agent.id: 003 =+ Add filter

=

14 hits
Aug 7, 2023 @ 10:09:35.158 - Aug 8, 2023 @ 10:09:35.158 Auto v

<!-- File integrity monitoring -->
<syscheck> E 4

<disabled>no</disabled> N

<!-- Frequency that syscheck is executed default every . 00 . -.

<frequency>43200</frequency>

W per 30
<scan_on_start>yes</scan_on_start> Time « syscheck.path syscheck.event rule.description rule.level rule.id
> Aug 8, 2023 @ 10:09:07.129 /etc/app.conf modified Integrity checksum changed. 7 556

<!-- Directories for monitoring-->
<directories check_all="yes" report_changes="yes" realtime="yes" whodata="yes">/tmp</directories>

<!-- Detecting account manipulation -->
<directories whodata="yes">/home/*/.ssh/authorized_keys</directories>

<!-- Monitoring configuration changes -->
<directories check_all="yes" report_changes="yes" whodata="yes">/etc/app.conf</directories>

<!-- Reporting file changes -->
<directories check_all="yes" report_changes="yes" realtime="yes" whodata="yes">/appfolder</directories>
<nodiff>/appfolder/private-file.conf</nodiff>
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Analiza podatnosci — XZ CVE-2024-3094

O wazuh. v wodues

Inventory Events

ArchLinux Vulnerabilities @ a @

(¢) ArchLinux (004) X

SEVERITY DETAILS SUMMARY
\ @ Critical (2) Critical High Medium Low Name .
® High (8) 2 8 3 O ‘ ® grub(8)
® Medium (3) Last full scan Last partial scan ‘ ® perl(2)
Apr 2,2024 Apr 2,2024
@® Low(0) P! @ P @ @® openssl (1)
15:53:31.000 17:32:48.000
® wget (1)
Vulnerabilities (1) CVE-2024-3094 x
cve=CVE-2024-3094| ~ Details
Title Name CVE
Name Version Architecture severity () CVE-2024-3094 aftects 2 ® ® CVE-2024-3094
xz 56071 X86.64 Critical @ Version O Architecture 7~ Condition
5601 X86_64 7 package loss than 5.61-2
Rows per page: 10 @ Lasttunscan Last partial scan (@ Published
Apr 2, 2024 @15:53-31000 Apr 2, 2024 @ 16:14:02.000
Updated References
C) é
View external references [T
v Recent events (2 1hits
Searct DL &) v Last 24 hours Show dates
+ Add filter
Time 4 Description Level Rule 1D Status
Ape 2,2024
e CVE-2024-3094 affect 13 23506  Ac
16:14:02.19 VE-202 affects xz 23506 ctive
L]
Rows per page: 10 < 3D
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<vulnerability-detector>
<enabled>yes</enabled>
<interval>5m</interval>

<min_full_scan_interval>6h</min_full_scan_interval>

<run_on_start>yes</run_on_start>

<!-- Ubuntu O0S vulnerabilities -->
<provider name="canonical">
<enabled>yes</enabled>
<os>trusty</os>
<os>xenial</os>
<os>bionic</o0s>
<os>focal</os>
<os>jammy</os>
<update_interval>1h</update_interval>
</provider>

<!-- Debian 0S vulnerabilities -->
<provider name="debian">
<enabled>yes</enabled>
<os>buster</os>
<os>bullseye</o0s>
<os>bookworm</os>
<update_interval>1h</update_interval>
</provider>
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Wuykrycie oraz reakcja na ataki

sss s <command>

SN o <name>firewall-drop</name>
; <executable>firewall-drop</executable>
i ...II II <timeout_allowed>yes</timeout_allowed>
e - ‘ </command>
e rawir e <ossec_config>
R Z - <active-response>

R M B ———— : . <command>firewall-drop</command>
AR T 0 107001 s At 10 login i - exsten uer ; e <location>local</location>

Wl il oo o ot cabviscsiies : i <rules_id>5763</rules_id>

e S <timeout>180</timeout>

R T S : = </active-response>

) A8, 205 0 10:57:0.049  soh: Actemt o login wing & ronexistent uer ‘ e </ossec_config>

y Aug B, 2023 @ 10:57:50.949 sshd: Attempt to login using a non-existent user 5 5710
y Aug 8, 2023 @ 10:57:49.226 PAM: Multiple failed logins in a small period of time 10 5551 = QO wazuh., v | Modies ubuntu_server Security events ©® a
> Aug 8, 2023 @ 10:57:49.226 PAM: User login failed. s sse3 > Aug 8, 2023 @ 11:34:11.881 Host Blocked by firewall-drop Active Response 3 651
S Mg 8, 2008 0 10IEI.I2S PAN: Weer ogin fuiied - RFR 5 Aug 8, 2623 © 11:34:11.861 Host Blocked by firewall-drop Active Response 3 651
s Aug 8, 2023 @ 10:57:49.226 PAN: User login failed 5 i > Aug 8, 2023 @ 11:34:11.845 Host Blocked by firewall-drop Active Response 3 651
,  Aug 8, 2023 @ 10:57:49.226 PAM: User login failed s 503 5> Aug 8, 2623 @ 11:34:11.83@0 Host Blocked by firewall-drop Active Response 3 651
s Aug 8, 2023 @ 10:57:49.226 PAM: User login failed. s 5503 > Aug 8, 2023 @ 11:34:11.814 Host Blocked by firewall-drop Active Response 3 651
s Aug 8, 2023 @ 10:57:49.226 PAM: User login failed : 0 5 Aug 8, 2623 @ 11:34:11.783 Host Blocked by firewall-drop Active Response 3 651
s Aug 8, 2023 © 10:57:49.225 PAM: User login failed 5 5503 > Aug 8, 2023 @ 11:34:11.775 Host Blocked by firewall-drop Active Response 3 651
5 Aug B, 2023 © 10:57:49.225 sshd: Attempt to login using 3 non-existent user s 5718 5> Aug 8, 2023 @ 11:34:11.756 Host Blocked by firewall-drop Active Response 3 651
5 Aug 8, 2023 @ 10:57:49.225 sshd: Attempt to login using a non-existent user s 5710 > Aug 8, 2623 @ 11:34:09.872 sshd: Attempt to login using a non-existent user 5 5718
> Aug 8, 2623 @ 11:34:09.844 sshd: Attempt to login using a non-existent user 5 5718
> Aug 8, 2023 @ 11:34:09.844 sshd: Attempt to login using a non-existent user 5 5710
5> Aug 8, 2023 @ 11:34:09.844 sshd: Attempt to login using a non-existent user 5 5718
> Aug 8, 2023 @ 11:34:09.844 sshd: Attempt to login using a non-existent user 5 5718

> Aug 8, 2623 @ 11:34:09.844 sshd: Attempt to login using a non-existent user 5 5710
¥ -rﬁ % Aug 8, 2623 @ 11:34:09.844 sshd: A 1 - 5710
J‘k e on > ug 8, 134:09. sshd: Attempt to login using a non-existent user 5
3+ 4 °
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Podsumowanie Wazuh i obserwacje

* OpenSource + Spotecznosé¢ (Google Groups, Slack, Discord,
Github)

* Edycja regut/ dekoderow/ konfiguracji wymaga przetadowanie
daemona Wazuh (klaster W.Manager)

* Multi-master (rekonfiguracja W.Manager)

* Rozktadanie ruchu (HAProxy, Nginx)

* Synchronizacja konfiguracji (klaster W.Manager)

* Monitoring (Zabbix)

* Reguly i dekodery — prég wejscia dla niestandardowych ustug

* Optymalizacja regut
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I Wizja Beyond.pl I

Byc najbardziej zaufanym i szanowanym
dostawcq ustug przetwarzania danych,
Managed Services, srodowisk chmurowych
i infrastruktury as a service w Polsce

i Europie Srodkowo-Wschodniej.

Beyond.pl zapewnia najwyzszy poziom

bezpieczenstwa i ciggtosci dostepu do danych,
pozwalajac klientom i partnerom budowac

przewage konkurencyjng, wprowadzac DZIQKUJQ Za Uwage
innowacje i stabilnie sie rozwijac
Adam Pielak, IT Security
e—mail: a.pielak@beqond.pl
www.beyond.pl
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