
Don't Leave Your Web Apps 
Vulnerable

Build a Fuzzing Framework with IAST
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• CEO and Cybersecurity Expert in Zigrin Security

• 12 years of cybersecurity experience

• Industries

• SaaS

• Military

• Healthcare

• Banking & Insurance

• E-commerce

• You can read about some of them here: 

www.zigrin.com/advisories

 Introduction

http://www.zigrin.com/advisories


 Company

We are a team of cybersecurity perfectionists and experts who 

offer you specialized knowledge and years of experience in software 

and hardware security testing.

You can read about how we help our customers get 

more secure: www.zigrin.com/casestudy

http://www.zigrin.com/casestudy


Project background

Research project inspired by

• Automatic Detection of Vulnerabilities in Web Applications using Fuzzing by 

Miguel Filipe Beatriz – 

https://fenix.tecnico.ulisboa.pt/downloadFile/563345090413029/ExtendedA

bstract-MEICA-67039-MiguelBeatriz.pdf

• WPGarlic by Krzysztof Zając – https://github.com/kazet/wpgarlic

Commissioned by

https://fenix.tecnico.ulisboa.pt/downloadFile/563345090413029/ExtendedAbstract-MEICA-67039-MiguelBeatriz.pdf
https://fenix.tecnico.ulisboa.pt/downloadFile/563345090413029/ExtendedAbstract-MEICA-67039-MiguelBeatriz.pdf
https://github.com/kazet/wpgarlic


Fuzzing framework goals

Approaches to discovering 

web vulnerabilities

• DAST – Dynamic Application 

Security Testing

• SAST – Static Application Security 

Testing

• IAST – Interactive Application 

Security Testing

Initial goals

• Automated vulnerability discovery

• No pre-configuration required

• Results with minimal false-positive rate

• Minimal security knowledge required



 Idea – Monitor everything



 IAST Architecture



 Approach - Focus

• CakePHP-based web applications

• CakePHP internals: routes, controllers, actions

• Faster because we don’t scan over HTTP

CakeFuzzer



 Architecture



 Architecture - Strategy



 Architecture - Flow

• Preparing the application to 

launch attacks

• Disabling framework security 

checks

• Overwriting parts of the web 

app’s code

Instrumentation



 Architecture - Flow

Instrumentation



 Architecture - Flow

• Extracting info about the 

app

• Scheduling attacks

• Setting up scanners

Fuzzer – Attack scheduling



 Architecture - Flow



 Architecture - Flow

Monitors

• Application response

• Standard error

• File system

• Error logs

• Operating system processes

• DNS connections



 Architecture - Flow

Attacking

• Attacking every detected 

path

• Using all defined strategies

• Monitoring abnormal 

behaviors



 Architecture - Flow

Attacking



 Architecture - Flow

Extracting results

• Results saved in the registry

• Extracting detected 

vulnerabilities

• Extracting application 

responses



 Results



 Results



 Results



 Results

• XSS in uploadFile

• SQL injection in CRUD

• XSS in Referer header

• Blind SQL Injection

• Dom-Based XSS

• Blind SQL injection in order parameter

• Blind SQL injection in array input 

parameters

• Time-based SQL injection in /Logs/index

• Reflected Cross-Site Scripting in Galaxies

CVE-2022-47928

CVE-2023-48658

CVE-2023-48659

CVE-2023-48657

CVE-2023-48655

CVE-2023-48656CVE-2023-28884

CVE-2023-28883

CVE-2023-24070

CVE-2022-48328



 Benefits

• Extendable fuzzing framework

• Bottom-up approach

• Discovering obscure parameters

• Manual tests possible

• Simple strategy definition



 Challanges

• Static patching

• Testing new features requires a lot of features

• Detecting duplicated vulnerabilities

• Discovering vulnerabilities that have multiple 

requirements to be triggered



Follow and Contribute

www.zigrin.com

• Star the Cake Fuzzer project on Github! It’s open 

sourced!

• Follow Zigrin Security on LinkedIn

linkedin.com/company/zigrin-security
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