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4c0a71d0d6962689d5cbea?0549e667392369600681e23bb30c5debb5dd8cesd

_ 5 5 (D 55 security vendors and 2 sandboxes flagged this file as malicious
172 4c0a71d0d6962689d5c6ea90549e667392369600681e23bb30c5debb5dd8ecesd1

Injector.exe

peexe  checks-disk-space  checks-cpu-name  detect-debug-environment  checks-network-adapters

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate chec

Basic properties ©

MD5 9092cea255%1aed297058f3d732f7b0c

SHA-1 abf7cf8c283c10caeb64147d35169F3c3e3443d1

SHA-256 Ac0a71d0d6262689d5c6ea?0549e667392369600681e23bb30c5debb5dd8cest

Vhash 026046157c051bz111fzllz

Authentihash b?1dc4f6845a86db5f00ba7fb40e29a9404b681536adef7695f1bf6d018f6a%5

Imphash a9c887adf18a3fede2cc29ceeal38ed3

SSDEEP 49152:1Gnb2Bé5Aei2scnK6zxInpX4vWO4UJIVY MdmyzrFWIIGCWX/EZ:1Gx5AeYenjxj4xBMjgP
TLSH T150B5D07633B1EA2CAS10A4596931E4B532ED7B377AF2403A47492CE?4DB2673EC1BFO4







Z imphash:"a9c887a4f18a3fede2cc29ceeal3ged3” Q

Unlock the power of advanced search with VT ENTERPRISE

VT ENTERPRISE allows you to search across VirusTotal's threat corpus based on antivirus detections, static properties, sandbox detonation
traces, MITRE ATT&CK tactics & techniques, threat {campaign, toolkit, actor} attribution and a myriad of other properties. Fast and easy.

If you already have a VT ENTERPRISE account, please sign in. If not, contact us to enjoy superior context and start tracking threats that
matter to your organization.




vt enterprise pricing X =

Grafika Wideo Wiadomosci Ksigzki Mapy Loty Finanse

Okoto 18 800 000 wynikow (0,28 s)

VirusTotal pricing starts at $10,000 per year for the Enterprise plan and
may also depend on your usage. A. It scans every kind of binary content
such as PDFs, ZIPs, EXE, Android APKs, JavaScript, images, etc. It

generates detection signatures for every kind of harmful content.
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tANDIANT Platform Solutions Intelligence Services Resources Company

WOW FART OF GDDQ|€ Cloud

One unique way that Mandiant tracks specific threat groups' backdoors is to track portable
executable (PE)imports. Imports are the functions that a piece of software (in this case, the
backdoor) calls from other files (typically various DLLs that provide functionality to the Windows
operating system). To track these imports, Mandiant creates a hash based on library/APl names
and their specific order within the executable. We refer to this convention as an "imphash"(for
"import hash"). Because of the way a PE's import table is generated (and therefore how its
imphash is calculated), we can use the imphash value to identify related malware samples. We
can also use it to search for new, similar samples that the same threat group may have created
and used.

https://www.mandiant.com/resources/blog/tracking-malware-import-hashing
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SHA-1

download @ pe101 corkami.com

simple

DOS header R

showsit'sabinary 3 .......... .. @...

... PEheader = “

shows it's a 'modern’ binary

gl-e8

80 pe-ea 18

optlonal header i

executable information ...
U0 90 PO-BY U0 U8 UB-0E BB 6O B X
88-108 80 B8 P8

. data directories

98 49 08 ¢ pointers to extra structs (exports, imports,...) .........

header

technical details about the executable

simple.exe

code

- what is executed o

secuons

contents of the executable

A data

a6 ¢ information used by the code |

https://byronpate.com/wp-content/uploads/2013/12/PE-Headers.jpg
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PS C:\Users\IEUser\Desktop\Sigcheck> .\sigcheck.exe C:\Users\IEUser\Desktop\sample\smart.

sigcheck v2.90 - File version and signature viewer
Copyright (C) 2004-2022 mark Russinovich
Sysinternals - www.sysinternals.com

c:\usersh\ieuser\desktopisample\smart.exe:
vVerified: The digital signature of the object did not verify.
Signing date: 1:23 pm 1/8/2024
Publisher: Doctor Web Ltd.
Company: pirulito colony Company
Description: grut labbra Installer
Product: grut labbra Installer
Prod version: lﬂ 6,7091,1442
File version: lb 9034, 380
MachineType: 32 bit
MD5 : 9C97180A810CA89CC04DB0OIDFO/BEB/C
SHAL: : ‘I'FC5EAﬁq5D
PESHAL:
PE256: /
SHAZ256: D1E3656B4E1C609B2540CFF74F59319A52D7FABF4CC512DBOC/FI9D3ESFE49ECY
IMP: CED282D9B261D1462772017FE2F697 2B

y » sample w Search sample

" Mame Date modified Type

7 Quick access

K smart.exe 1/8/2024 %:09 PM Application
B Desktop : : i
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2

dle36546b4elct09b2540cf74759319a52d7fabf4cc512db0c7 9d3ebfedPac?

4 4 (1) 44 security vendors and 3 sandboxes flagged this file as malicious

/68 d1e3456b4e1cs609b2540cff74759319ab2d7 fabf4cc512db0c7fod3e8fedPec?
Mopperaar.exe

peeE malware overlay runtime-modules detect-debug-emdronmeant

checks-user-input calls-wmi spreader enecutes-dropped-fila
Cornmunity Score
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W Resource Hacker - Replace icon in - smart.exe bt B O X

File Edit View Ag

D {g ‘ H Open file with new icon... icon to replace: ?;': )

ClUsersiEUsenDesktopiallegro.ico _

..... i ICU-FI

..... ) DE”EIQ

----- J Icon Group
----- J Version Info
----- | Manifest

Replace

Close
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PS C:\Users\IEUser\Desktop\Sigcheck> .\sigcheck.exe C:\Users\IEUser\Desktop\sample\smart.exe

Sigcheck v2.90 - File version and signature viewer
Copyright (C) 2004-2022 Mark Russinovich
Sysinternals - www.sysinternals.com

c:\users\ieuser\desktop\sample\smart.exe:
Verified: Unsigned
Link date: 6:44 pm 7/31/2020
Publisher: n/a
Company: pirulito colony Company
Description: grut labbra Installer
Product: grut labbra Installer
Prod wversion: 10,6,7091,1442
File version: 7,16,9034,380
MachineType: 32-bit
MD5 : F3F527E7643633207E9539AA4B968D97
SHAL: / . JUCYC07599DE
PESHAL:
PEZ256:
SHA256: 96352BA7A92A235A1CAB/CEE/D828CH644DOFD20E0409C8AACE45E1CEDE89DE40
IMP: CEDZ282D9B261D1462/7201/FE2F69/2B

T » sample v & | Search sample

- Mame Date modified Type

i Quick access
I Desktop

&l smart.exe 1/8/2024 %:00 PM Application
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2]

O B https://www.virustotal.com/gui/search/96352ba7a92a2353 1cab T cee7 d828c644d6fd20e0409c8aaced 5¢ 130 U7

96352ha7a%2a235alcab7cee?d828c644db6fd20e0409c8aace45e1c8d889ded0 Q ™ Gao I;e &

No matches found

Alternatively, do you want to locate your threat based on static, dynamic, content, attribution or other advanced loC
context? VT Intelligence allows you to search across VirusTotal's entire threat corpus using a myriad of modifiers, learn
more.

Try out VT Enterprise ‘
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Event 1, Sysmon

General  Details

Process Create:

RuleMame: technique_id=T1204 technique_name=User Execution

UtcTime: 2024-01-08 21:46:03.997

ProcessGuid: {747f3d96-6d1b-65%c-4403-000000001500}

Processld: 8924

Image: C:\Users\|EUser\AppData\Local\Temp\smart.exe

FileVersion: 7,16,9034, 330

Description: grut labbra Installer

Product: grut labbra Installer

Company: pirulito colony Company

OrnginalFileName: mopperaar.exe

CommandLine: "Ch\Users\|[EUser\AppDatatLocal\Termplsmart. exe”

CurrentDirectory: C:\Users\|EUser\AppData\Local\Temp'

User: MSEDGEWINTONEUser

LogonGuid: {747f3d96-5eda-659¢-bf33-040000000000}

Logonld: Ox433BF

Terrminal5essionld: 1

IntegrityLevel: Medium

Hashes: SHA1=A0BDBE7CE13BD3EFE020DFI4A410590C9C0OT599DE,MD5=F3F527ETE43633207E9539AA4B962097, SHA256=
96352BATAG2A235ATCABTCEETDS28CR44D6FD20E0409CEAACEASE1CEDA2IDELD, IMPHASH=CED282D9B261D1462772017FE2FE972B

ParentProcessGuid: {747 3d96-3edb-659c-7700-000000007 200}
ParentProcessld: 4360

Parentlmage: C\Windows\explorer.exe

ParentCommandLine: C\Windows\Explorer.EXE

ParentUser: MSEDGEWIN1TONEUser




IMPHASH

Overview of Sysmon Capabilities

Sysmon includes the following capabilities:

» Logs process creation with full command line for both current and parent processes.
* Records the hash of process image files using SHA1 (the default), MD5, SHA256 or IMPHASH.

e Multiple hashes can be used at the same time.

= configaxm! E3
1 [—]<Sysmon =chemaversion="4.,%0">
2 “Hazshklgorithmss>*< /Hashklgorithms»
3 <!'—— Thi=z now also determines the file names of the files preserved (String) -->
9 ZCheckBRevocation>False</CheckBEevocation
= <!—— Setting thiszs to true might impact performance —->»
& zInsLookup>False</InsLookup>
T <!—— Di=zables lookup behavior, default i= True (Boolean) -->
8 zhrchiveDirectory»Sysmon</ArchiveDirectorys>
2 #!—— Sets the name of the directory in the C:% root where preserved files will be

EventlDs: 1,6,7,15,23,24,26,27,29,28

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon
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 MalwareBazaar
« Hybrid Analysis
 ThreatMiner

« OTX AlienVault
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 MalwareBazaar
« Hybrid Analysis
 ThreatMiner

« OTX AlienVault
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hd MalwareBazaar | Browse malwa X arF

& 5 @ %5 bazaarabuse.ch/browse php?search=imphash:ced282d9b261d1462772017fe2f6372b & % o
MALWARE baz..a.«?ur;s . Q Browse @ Upload ¥ Hunting </>API [B» Export @& Statistics
Date (UTC) I SHA256 hash Type Signature Tags
2024-01-01 04:11  36b82f3db4edb1da5325... ] exe (32 ] exe |
2024-01-01 04:05  1f0c96d7ee0d9664c0085... ] exe (32 ] exe |
2024-01-01 04:05  Oeb49cae715e2f31551ea... ] exe (32 exe ]

2024-01-01 04:05  d2d3341ddcf1ff2a33413... ] exe (32] exe

2023-12-14 23:29  efd814d80d829bal1ab9s... ] exe [ exe |

2023-12-07 15:16  904b2739756ed630be47 ... 7] exe [ exe |

2023-11-17 14:26  318b4327dcbdff36cb1b5... 7] exe [ CoinMiner | exe | Lummastealer |  Stealc | XMRIG
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~ & Free Automated Malware Anal, X ar

<« > C 23 hybrid-analysis.com/advanced-search-results?terms%5BverdictZ5D=threatlevel-2&iterms%5Bimphash%%5D =ced282d9b261d 1462772017fe2f6972b ORI +¢ B =
HYBRID . - . :
‘ ’ ANALVYSIS @ Sandbox ~ B Quick Scans +  [MFile Collections BB Resources + @ Request Info ~ Q P, Domain, Hash

Advanced Search Results .

® Download all DNS Requests (CSV) = ® Download all Contacted Hosts (CSV) A

~ Timestamp Input Threat level Analysis Summary Countries
January 1st 2024 04:09:17 (UTC) 8¢1279098d87e19¢ccc488a4b04aT7e45 ® sample (15MiB) Threat Score: 100/100 -

AV Detection: 30% Malware
Matched 284 Indicators €5 & K

|l show Similar Samples

January 1st 2024 04:08:14 (UTC) 8¢1279098d87e19¢ccc488adb04ai7e45 @® sample (1.5MiB) TP Threat Score: 100/100 =
AV Detection: 30% Malware
Matched 248 Indicators @ = K ¥

|l show Similar Samples

PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extra ...
1f0c96d7ee0d9664c0085394604a9137abc292a52c871f4bec3b5245627961573

PE32 executable (GUI) Intel 80386, for MS Windows, MNullsoft Installer self-extra ...
1f0c96d7ee0d9664c0085394604a9137abc292a52c871f4bc3b5245627961573




IMPHASH

C) F I RE EYEr Products Mandiant Solutions Customers

Home > FireEye Blogs » FireEye Stories » FireEye Shares Details of Recent Cyber Attack, Act...

-

FirekEye Stories

FireEye Shares Details of Recent Cyber Attack, Actions
to Protect Community

December 08, 2020 | by Kevin Mandia

m TOOLS RED TEAM

FireEye is on the front lines defending companies and critical infrastructure alebally from cyber threats. We
witness the growing threat firsthand, and we know that cyber threats are always evolving. Recently, we were
attacked by a highly sophisticated threat actor, one whose discipline, aoperational security, and technigues lead us
to believe it was a state-sponsored attack. OQur number one priority is working to strengthen the security of our
customers and the broader community. We hope that by sharing the details of our investigation, the entire
community will be better equipped to fight and defeat cyber attacks.

https://web.archive.org/web/20201208211026/https:/ /www.fireeye.com/blog/products-and-services/2020/12/fireeye-shares-details-of-recent-cyber-attack-actions-to-protect-community.html
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{?> Code

@ Issues 2

{9 Pull requests 1

¥ master ~ ¥ 1Branch © 0 Tags

Willi Ballenthin (Google) Update LICENSE.txt

rules
CVEs_red_team_tools.md
LICENSE.txt

README.md

all-clam.ldb
all-hashes.csv
all-snort.rules

all-yara.yar

0D 0O 0D 0D 0 0 0o ok

signatures_table_of_content.csv

@ Security

@ mandiant / red_team_tool_countermeasures Public

|~ Insights

Q Go tofile

add missing import statment
Update CVEs_red_team_tools.md
Update LICENSE.txt

Update README.md

add license to clam files

Add files via upload

Rule updates

Rule updates

Update signatures_table_of_content.csv

Q Notificati

{> Code ~

abcbabe - 8 months ago @ 39 Commits

3 years ago
4 years ago
8 months ago
4 years ago
4 years ago
4 years ago
4 years ago
4 years ago

4 years ago

https://github.com/mandiant/red_team_tool_countermeasures
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Florian Roth & @cyb3rops - Dec 9, 2020
I've updated the list of matches with #FireEye's YARA rules with a list
provided by @apOx from @Reversinglabs

- we now have 724 samples
- see tab "Download" for download links

Doc as Web Page
docs.google.com/spreadsheets/d...

Maxches with FreEye YARA Rues on Vieustotal
Fralye VARA e Masches  Dowriost

Filo Names First Submitted Last Submitted File Type MDS SHA

_am Win_DShed 2 w TrProgramext 7/1220 358 712720 3:58 Win32 EXE mmwmvmm 74mmrznm
APT_Backioor_Win_DShed_2 m«uy 10AOexe 4219945 41219 9:45 Wind2 EXE 31 46470ad229
APT_Backaoor_ Win_DShed_2 dub exe WIB20906 16720 9.06 Wind2 EXE 734
APT_Backisoor_Win_DShel_2 cru-asn- compladore 11/9/20 18:36  11/5/20 18:36 Win32 EXE
APT_Backooor_Win_DShed_2 dub.exe 42219 10:18  422/19 10:18 Win32 EXE SeS53cedTes
APT_Backacor Win_DSheld 2 dmanexe 122017727 22017 7:27 Win32 EXE Soeb@f134¢( 30
APT_Backdoor_Win_DShell_2 ahcplest-0.6 1172620 1028 1172620 10:25 Win32 EXE 340150827 c3zsarIn
APT_Backdoor Win_DShed 2 bootsirap ex 1072320 2320 10V2W20 23:20 W32 EXE 122050652 1 2fbcodabiot T7dedbONTS 4977422e21:
APT_Backdeor_Win_DShell_2 Peunum 120 14:31 1120 14:31 w-oz EXE b7 a2 065692334
APT_Backooor_ Win_DShedt_2 370%0c3581 - =
APT_Backaoor_Win_DShel_2 Qubexs  1220MT721 1202017727 Wed2 EXE 6
APT_Backaoor_Win_DShed_2 subfie Mcrosoft Tr Drect TP M1220 344 12720 344 Wind2 EXE 708
APT_Backocor Win_DShed_3 V202152 AT120 21:52 W32 EXE 2632901816 mnu« zuoumoocomm
APT_Backooor_\in_DShel_3 nam Vi 69ec0rs 162 unzrzo uzo 11720120 1:13 mz exz 7
APT_Backacor_Win_GoRat_Memory - $30c09ER00 - -
APT_Backooor_ Win_GoRat_Memory - - . - - 15c0014391¢ - -
APT_Backaoor_ Win_GoRat_Memory 28c1090772 « .
APT_Backooor_Win_GoRat_Memory . . . . - 38ed11la88" - -
APT_Backooor_Win_GoRat_Memory Zinbdogs WI220525 W1220525 o7 1381107¢1% -
APT_Backooor_Win_GoRat_Memory . - - - - CO90HIIes - .
APT_Backooor_Win_GoRat_Memory com.gontbel 7/24119 12:47 8110020 13:09 Androkd 81171408
APT_Buider_PY_REOFLARE - - . . Acan0TTo - -
APT_MackTool_MSIL - - - . 590007609 - -
APT MackTool_MSIL, . - . - . . SDobl19054¢ -
APT_HackTool_MSIL 34 Microsoft: Vi SharpView.e 11/20/20 16:40 1172020 16:40 Win32 EXE Toc a1
APT_HackTool MSIL_MODIFIEDSHARPVIE\ 32 Microsoft: Vi SharpView.e 102820 1548 102820 1548 Win32 EXE 220eTeb3ct
|APT_HackToot_MSK._MOOIFIEDSHARPVIE\ 31 McAfoo: Arte SharpViow.s V2920 14:38 2920 14:38 Wind2 EXE thounoaooaaanwscmr
APT_HackTool_MSIL_MODIFIEDSHARPVIE\  Microsoft: Vi SharpView.e 1012720 2251 10/21/20 21:08 Win32 EXE
[APT_HackTool MSIL_MODIFIEDSHARPVIE\ namvwmm MA2206:11 1112720 611 Win32 EXE mmwmnmm
[APT_HackTool_MSIL_MODIFIEOSHARPVIE\ | P 2120 2359  21/20 23:59 Wied2 EXE ©A14918017: 952
APT_MackTool_Winb4_| Microsoft: nmmm 12220 1626 12220 16:26 Win32 DLL 6392114928 ccS42¢0M872 053324917 2418184233
APT_HackTool WinB4 CroweStrike feS11ad15at 1272/20 1625 12/2/20 16:25 Win32 EXE feS11ad 2Ta5e3795¢
APT_HackTool_Winb4 GData: Apphd2eDBc2315¢ 12/2/20 16:26  12/2/20 16:26 Win32 DILL 02913708
APT_Loader_MSH, Microsoft: Hicsharpexe_\ 11/26/20 12:32 102620 12:32 Win32 EXE “50.3"21-
APT_Loader_MSH, Microsoft: Tr csharpoxe_¢ 11/26/20 12:32 11726/20 12:32 Win32 EXE
APT_Loader MSH Microsoft: Tr NegXvg exe, 11720020 17:58 11/20:20 17:58 Win32 EXE nmaznocmmlmummr
APT_Loader_MSK. Microsoft: Tr OjiTqo.exe, « 10/15/20 1846 10¥15/20 18:46 Win32 EXE ba50c2a36a 351108411 129004 1082 13405120457
APT_Loader_MSH B Microsoft: Tr gPubexe, 11/22720 18:23 112220 18:23 Win32 EXE 08611017912 c47021084ci ebc1678000; 13435120457

MSe,

Microsoft: Tr COGOr.exe 1015720 1836 10:15/20 18:356 Win32 EXE

AMnsnnnl Te ETalrnn ave (OMEIM (044 LIEND 4048 WiadD EVE

B4 151149 032

o

t
t
i

-

133 Q 359 il N &

https://twitter.com/cyb3rops/status/1336769208441593856
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APT_Trojan_Win_REDFLARE_T
Trojan_Win_Generic_101
Trojan_Win_Generic_101
Trojan_Win_Generic_101
Trojan_Win_Generic_101
Trojan_Win_Generic_101

APT_Backdoor_Win_DShell_2 /sutt 7 Microsoft: Trojan:Win32/Wacatac.B!ml

APT_Trojan_Win_REDFLARE_1
Trojan_Win_Generic_101
HackTool_MSIL_SAFETYKATZ_4
HackTool_MSIL_SAFETYKATZ_4
HackTool _MSIL_SAFETYKATZ_4
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
HackTool _MSIL_SAFETYKATZ_4
HackTool_MSIL_SHARPZEROLOG
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
HackTool_MSIL_SAFETYKATZ_4
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
APT_Loader_MSIL_PGF_2
HackTool_MSIL_SAFETYKATZ_4
HackTool _MSIL_SAFETYKATZ_4
APT_Loader_MSIL_PGF_1
APT_Loader_MSIL_PGF_2
HackTool _MSIL_SEATBELT_1
HackTool_MSIL_SEATBELT_2
APT_Loader_MSIL_PGF_2
HackTool _MSIL_SAFETYKATZ_4

Positives
12

Virus File Names

McAfee: GenericR-CLC'42B75EB19F46

EugAeaE=iA-u_A°AAR; 42b75eb19465ee2bc6a5e952731796

47 Microsoft: Trojan:Win32/Ymacco. AAZF / WV 8d01a93efdcbb482d7: 8d01a93ef4ch6482d7aad4271¢c362032
39 Microsoft: Trojan:Win32/Ymacco. AAB6 / N 6d8ba23bbab7635334 6d8ha23bbad7635334caf35063170357

. 49 Microsoft: Trojan:Win32/Ymacco.AAB5 / K

BRSBBLERLR

wn
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wn
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wn
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—

wn
iy

wn
iy
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—

R
(=]

e
(=]

F=
(=]

R
(=]

e
[==]

=
[==]

Microsoft: Trojan:Win32/Ymacco.AAOA / K erererferfererffffffe

074fa513bd1a43b20c48737af2b0f1ff

Microsoft: Trojan:Win32/Ymacco. AA1C / K 4071f886125a922ee77 40711886f25a922ee77443262d12710a
. 50 Microsoft: Trojan:Win32/Tiggre!rfn / McAfe 82dadcfdddc0d12a53f 82dadcfdddc0d12a53f0d4c57e92bd36

vpn-stage2

Direct HTTP Tunnel.ext f4adc34cedb490fecocellfedd1a4091
other_test_file, interact 97c45c5b1fdf07ad76c52cd94 7101564

10bd0e9fcc97¢70857echebe570760c3

Microsoft: HackTool:Win32/Safetykatz A / SafetyKatz.exe, safetyl 8c8bae/6faddf164453a43588¢9d3e25
Microsoft: HackTool:Win32/Safetykatz A / SafetyKatz.exe, safetyl 98d8b7ab238507a2788f217862f037e7
Microsoft: HackTool:Win32/Safetykatz. A / SafetyKatz.exe, safetyl b54715b68999089673276c28ed77d46

Microsoft: Trojan:Win32/Meterpreter.N / Ki NnjXvg.exe, NnjXvg
Microsoft: Trojan:Win32/Meterpreter.N / K: 0jiTqo.exe, OjiTqo

f1ecf486d86575326eefe826e202efb7
bd50c2a36a9e5903f11f9fcffoh94145

Microsoft: HackTool:Win32/Safetykatz. A / SafetyKatz.exe, 39449 39449124ab737eeff5bd3614f5ab0def

Microsoft: HackTool:MSIL/SharpZeroLogor SharpZeroLogon.exe
Microsoft: Trojan:Win32/Meterpreter.N / Ki dPxubx.exe, dPxubx
Microsoft: Trojan:Win32/Meteremel.B!ml / CjDGQr.exe, CjDGQr
Microsoft: HackTool:Win32/Safetykatz. A / SafetyKatz.exe
Microsoft: Trojan:Win32/Meterpreter.N / Ki ETaPzq.exe, ETaPzq
Microsoft: Trojan:Win32/Meterpreter.N / Ki hsOsdP.exe, hsOsdP
Microsoft: Trojan:Win32/Meterpreter.N / Ki SNhtAN.exe, SNhtAN
Microsoft: Trojan:Win32/Meterpreter.N / Ki bMNvEg.exe, bMNvEg
Microsoft: Trojan:Win32/Meterpreter.N / Ki et TMc.exe, etlTMc
Microsoft: Trojan:Win32/Meterpreter.N / Ki Z0a0Qr.exe, Z0aQQr
Kaspersky: HEUR:Trojan.MSIL.Shelma.gen fshBEMI.exe, fshBMI
Microsoft: Trojan:Win32/Meterpreter.N / K: ZIQpyS.exe, ZIQpyS
Microsoft: Trojan:Win32/Meterpreter.N / Ki HPPyEu.exe, HPPyEu

18ef846b444726a747a4b107achB88752
086110f79152975b4259659b377902ba
8cafah2faf7194%9ae165fHeffd0557d7
29321457a14c9722d76c9134781cf328
Jcac98df1f9a382a3edeladselealdsid
ffb41e8ffd824784h6ab5f24fabcad14
0340b5641499158ac0d0403d788575d
c4ab274b0371084ecdd0c97944226be9
96e05f8fb769032feadab36f31hbchaa
59bfc05922cc04fbalc7i4cf220ba2ic
faa5a7ch62a32e13b36f66a30de55f64
e78cfadcB8c63eff71020f4f709321a2e
Obbb414decac416a5299b39372c%ae7d

Microsoft: HackTool:Win32/Safetykatz A / SafetyKatz.exe, Sharpy 7a2ch8ed3ab4cabbb567decf25bb4dca 1

Microsoft: HackTool:Win32/Safetykatz. A / SafetyKatz.exe

378fa91dfb9b%976dc58907625848h5

Microsoft: HackTool:Win32/Atosev.A / Kas csharpexe_virtualalloc: 445be3f122e96867eaba5e293016d880

Microsoft: Trojan:Win32/Meterpreter.N / Ki ndEUig.exe, ndEUig

cb2dc2bc7ebcd266328e3111709d3fh2

Microsoft: VirTool:MSIL/Cestus. AIMTB / K: Seatbelt.exe, shelt.exe 31757¢c3bff9c3280485fc3266e6fc2ad
Microsoft: VirTool:Win32/Proviso.AIMTB / Seathelt.exe, Seatbelth 86886fh2713173a804fb2e9fch39d85e
Microsoft: Trojan:Win32/Meterpreter.N / Ki ZZNgqq.exe, 5876d32: 5876d32a0b19428bd8355fac58eaab25

Microsoft: HackTool:Win32/Safetykatz. A / SafetyKatz.exe

73dab31985309480a51b7c0d1964a87

Imphash

ffe7175b0cd027bf3c984d11c0dc5335
fde3f1d7292eb8%c31b6106cealdacec
fde3f1d7292eb89c31b6106cea7 dacec
f9b81ebdcf233051de3416130284d1ab
fOb81ebdcf233051de3416130284d1ab
fOb81ebdcf233051de3416130284d1ab
f592eddcd785088564h5a90c26124546
f3e5937877c543b5bc11fc39000ddcc2
f3cadch//dfbe86e818658c7d5feadad
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1fha744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1fha744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1fha744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1fha744
f34d5f2d4577edbd9ceech16c1f5a744
f34d5f2d4577edbd9ceec516c1f5a744
f34d5f2d4577edbd9ceech16c1fha744

https://docs.google.com/spreadsheets/d/e/2PACX-1vQrmeti88UJ3tEhPIqESNVoesB-pZh602-zyDG_-T3MUQBeL1yd_ycFgBlmjQ8fEggkGhcMefGIKHXP/pubhtml
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ssdeep Project | ssdeep - Fuzzy hashing program

Introduction

ssdeep is a program for computing context triggered piecewise hashes (CTPH). Also called fuzzy
hashes, CTPH can match inputs that have homologies. Such inputs have sequences of identical bytes

in the same order, although bytes in between these sequences may be different in both content and
length.

https://ssdeep-project.github.io/ssdeep/index.html
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invoice.d

[E d ow immice.docudoc [Compatibility Mode) - Microsoft Word
Home Insert Page Layout References Mailings Review View Deyeloper
v A v 8 abe =+ = S=v | S F | L2 |
. e U oCAN A GURA ECECNE FE R T | sebcoc] assbeoe AaBbC 4aBbC AaBb(
Paste ' v 3 7 - = =, Ty - . Shaci 2
& Format Painter B /7 U -ahe X, X -A- A IEETEE = OH-H fiNormal | ¥ No Spaci.. Headingl Heading2 Titte
Clipboard P Font Paragraph Styles

) Office 365

This document only available for desktop or laptop versions of Microsoft Office Word

To open the document, follow these steps:

Click Enable editing button from the yellow bar above,

Once you have enabled editing, please click Enable content button.
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[+1 marcin@marcin-VirtualBox: ~/Desktop

g S shaz256sum invoice.docx
5dd73alce3fd84anle3966d9c36b8cib482eccllel52dazdfo78ffdleze8d592 invoice.docx

E S ssdeep -1 invoice.docx
sdeep,1.1--blocksize:hash:hash,filename
144 : GARuUM7mdLRp1bbSBIR fEHGtCMXgToBgoFt/etg+XUsRwifAh18AW+EdpRrcl : GRE3dxtR /1iU9mvUPksRwTAh18AW+EdpPG, "invoice.docx"”
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«— —

C

43

/60

@

Community Score

U 8 https://www.virustotal.com/gui/file/5dd73a1ce30d84a61e3966d9c36b8c1b482

z 5dd73a1celd0di4as1e3®64d9c36b8cib482ecce152da2df 078ffd1e2e8d592

(1) 43 security vendors and 6 sandboxes flagged this file as malicious

5dd73alce30d84as1e3%64d%c36bBc1b482ecc1e152da2df 078 fd1e2eB8d592
Doc 148448.doc

doc obfuscated macros hide-app calls-wmi detect-debug-envircnmenit long-sleeps
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ce from_HR.

docx
[E d ow immice.docudoc [Compatibility Mode) - Microsoft Word
Home Insert Page Layout References Mailings Review View Deyeloper
v A v 8 abe =+ = S=v | S F | L2 |
. = BOUAN A GGA ECESE FE R U IT | aseboeoc| asbooc AaBbC AaBbC AaBb(
Paste ' v 3 7 - = =, Ty - . Shaci 2
& Format Painter B /7 U -ahe X, X -A- A IEETEE = OH-H fiNormal | ¥ No Spaci.. Headingl Heading2
Clipboard P Font Paragraph

Titte
‘,l‘_...'l— 3

) Office 365

This document only available for desktop or laptop versions of Microsoft Office Word

To open the document, follow these steps:

Click Enable editing button from the yellow bar above,

Once you have enabled editing, please click Enable content button.




[+1 marcin@marcin-VirtualBox: ~/Desktop

- 5 sha256sum invoice from HR.docx
91f25b5eefﬁe45ecd4ccb9d4nubcﬂbbn9fdd?SbHﬂb319df91n4913baf2dn4f69 invoice from HR.docx

ssdeep -1 invoice_from_HR.docx
ssdeep,1 1——b1cck:12e‘haqh hash fllename
6144: tﬂRum?mdLRplbeBIR}EHUtCMFgTquth}etg+FUquth15Hw+EdpchZ tOE3dxtR/ib9mvUPksRwfAh18AW+Edpl, "invoice from HR.docx"
1-...

-




SSDEEP

“— C O 8 https://www.virustotal.com/qui/search/91f25b5eef8e48ecdd4ccbod468

Z 21f25b5seefiedBecd4cch?d468bcObbsFfdd75b80b319dTH :‘.:4‘?13baf2df:4f091

No matches found
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[+1 marcin@marcin-VirtualBox: ~/Desktop

S sha256sum *

5dd73alce30d84a61e3966d9c36b8c1b482eccll1e152da2dfa78ffdle2e8d592 1invoice.docx
91fT25b5eef8ed48ecd4ccb9d468bcObb69Tdd75b80b319dT9164913baf2d647@9 1invoice from HR.docx

: ssdeep -1 *

ssdeep,1.1--blocksize:hash:hash,filename

6144 :GORuUm7mdLRp1bbSBIR/EHGtCMXgTo8qoFt /etg+XUsRwfAh18AW+EdpRrc1:GOE3dxtR/1U9mvUPksRwWfAh18AW+EdpPG, "invoice.docx"”

6144 :tORum7mdLRp1bbSBIR/EHVtCMXgTo8qoFt/etg+XUsRwfAh18AW+EdpRrc2: tOE3dxtR/ib9mvUPksRwfAh18AW+EdpLl, "invoice from HR.docx"
- S

[




SSDEEP

6144:GORum7mdLRp1bbSBIR/EHGtCMXgTo8qoFt/etg+XUsRwfAh18AW+EdpRrc1:GOE3dxtR/iU9mvUPksRwfAh18AW+EdpG
6144:tO0Rum7mdLRp1bbSBIR/EHVtCMXgTo8qoFt/etg+XUsRwfAh18AW+EdpRrc2:tOE3dxtR/ib9mvUPksRwfAh18AW+Edpl
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marcin@marcin-VirtualBox: ~/Desktop

ssdeep -1 invoice.docx = ssdeep hash
H cat ssdeep_hash
ssdeep,1.1--blocksize:hash:hash,filename
6144:GORuUM7mdLRp1bbSBIR/EHGtCMXgTo8qoFt/etg+XUsRwfAh18AW+EdpRrcl:GAE3dxtR/iU9mvUPksRwTAh18AW+EdpPG, "invoice.docx"”
- 5

o -
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marcin@marcin-VirtualBox: ~/Desktop

ssdeep -1 invoice.docx = ssdeep hash
H cat ssdeep_hash
ssdeep,1.1--blocksize:hash:hash,filename
6144:GORuUM7mdLRp1bbSBIR/EHGtCMXgTo8qoFt/etg+XUsRwfAh18AW+EdpRrcl:GAE3dxtR/iU9mvUPksRwTAh18AW+EdpPG, "invoice.docx"”
[

o -

[+1 marcin@marcin-VirtualBox: ~/Desktop

5 ssdeep -m ssdeep _hash invoice from HR.docx
fhcmejmarc1n}De5ktcp}1nVGLCe from_HR.docx matches ssdeep_hash:involce.docx (96)
<

e




SSDEEP

“\) Recent

% Starred
{3 Home

) Documents
I+ Downloads
I3 Music

(7] Pictures

/ Desktop / samples Q

¢

Name

@ samplel.docx
@ sample2.docx
@ sample3.docx
@ sample5.docx
@ sample10.docx
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[+1 marcin@marcin-VirtualBox: ~/Desktop

S ssdeep -m ssdeep _hash samples/*

/home /marcin/Desktop/samples/samplel.docx matches ssdeep hash:invoice.docx (75)

/home /marcin/Desktop/samples/sample2.docx matches ssdeep hash:invoice.docx (96)

/home /marcin/Desktop/samples/sample3.docx matches ssdeep hash:invoice.docx (75)
: s

=
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[+1 marcin@marcin-VirtualBox: ~/Desktop

S ssdeep -m ssdeep _hash samples/*

fhomejmarc1njne5Ltopjﬂamplesjﬂamplel docx matches ssdeep_hash:invoice.docx (75)
/home /marcin/Desktop/samples/sample2.docx matches ssdeep hash:invoice.docx (96)
ththNBFCIH}DESLtDp}SBNpltS}SaNPIE3 docx matches ssdeep_hash:invoice.docx (75)

s 1

marcin@marcin-VirtualBox: ~/Desktop

S ssdeep -1 samples/*
ssdeep,1 l--leCLSlZE‘haSh hash,filename
1535:tDwMAUT+FC-Mu3*GBLGlIRGEhRDd[DcwdEechIr4ve tgwGrWeXxTx6nTHgsHGY : KSTKC
6144 :WwORum7mdLRp1bbSBIR /EHGECMXgTo8qoFt /etg+BOKEwW2zR1: LOE3dxtR/1U9mvUPBCW2ZR1, "samples/samplel.docx”
6144:tORuUm7mdLRp1bbSBIR/EHVECMXgTo8qoFt /etg+XUsRwWFfAh18AW+EdpRrc2: t0E3dxtR/ib9mvUPksRwfAh18AW+Edpl, "samples/sample2.docx"”
6144 : WWwORUM7mdLRp1bbSBIR /EHGECMXgTo8qoFt/etg+BKKEWbzZRC : LOE3dxtR/iU9mvUPBWWbzRC, "samples/sample3.docx”
384:aNNgMIm7d jHTm4cPIilLqZ7bSdwkQnosvbSqFKo /B+:48mUhiy2soszwF, "samples/sample5.docx”
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* Hybrid Analysis
* ThreatMiner
* BinaryEdge (hash of the HTML content)
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JA3

salesforce

engineering« [> About Us Blog Open Source Careers &

OPEN SOURCE

TLS Fingerprinting with JA3 and

JA3S

| a; John Althouse

.
\g Jan 15-10 min read
J

https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967/
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v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 224
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 220
Version: TLS 1.2 (0x0303) €«—
» Random
Session ID Length: 0@
Cipher Suites Length: 38
» Cipher Suites (19 suites) €«————
Compression Methods Length: 1
» Compression Methods (1 method)
Extensions Length: 141 <—
Extension: server_name
Extension: elliptic_curves =w——
Extension: ec_point_formats «——
Extension: signature_algorithms
Extension: next_protocol_negotiation
Extension: Application Layer Protocol Negotiation
Extension: status_request
Extension: signed_certificate_timestamp
Extension: Extended Master Secret
0060 1a el 15 00 00 26 00 ff c@ 2c c@ 2b c@ 24 c0O 23
0070 c@ @a cO 09 c@ 30 cO 2f c@ 28 c@ 27 cO 14 c0 13
0080 00 9d 00 9c 00 3d 00 3c 00 35 00 2f 01 00 00 8d
0090 00 00 00 18 00 16 00 00 13 63 6C 69 65 6e 74 73
0eal 31 2e 67 6f 6f 67 6¢c 65 2e 63 6f 6d 00 Ga 00 08

fobo 00 06 00 17 00 18 00 19 00 0b 00 02 01 00 00 od
f0ch 00 12 00 10 04 01 02 01 ©5 01 06 01 04 03 02 @3

VvV VvV VvV VvV VY VY YvVvY Y

-----&ol l'l+l$l#
Illllol/ I(llll.l
Illll=l< 151/----
ssasanss aClients
1.google .com....

Server

Client

Connection

ClientHello
E— ServerHello
LO2MS ~rerererrrmmr e : 'i_,::.-.f*:::(. ...... Certificate
—— ServerHelloDone
ClientKeyExchange -t
ChangeC’LpherSpec ........... R 136ms
Finished T
™ ChangeCiphers
angeCipherSpec
170ms “”““““““““”“““““.““““““““.““.“““.::i“-:‘“.L”-““““.‘“.:.g“““.p. ........ P .....
- Finished
A .l.' t. ‘@* - - o
pplication 504ms
Application
238m5 A Rt UL, LLCLLED p.p .........................
___________ Data
-
................................................................................................................... 272ms

https://en.m.wikipedia.org/wiki/File:Full_TLS_1.2_Handshake.svg
https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967/

SWw89 - ddllL

SW9ET - STl
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TLSVersion,Ciphers,Extensions, ,EllipticCurvePointFormats
769,47-53-5-10-49161-49162-49171-49172-50-56-19-4,0-10-11, ,0
md5()

ada70206e40642a3e4461f35503241d5
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—_—

@ chrome @

ADVANCEDITHREATRTACTICS]FORIPENETRATIONJTESTERS

9ec9894a7e8e683afa2b8ad40aadd23b 72a589dab586844d7f0818ce684948¢eea



‘ *Ethernet

Plik  Edytuj Widock Idz  Przechwytuj Analizuj

Statystyki  Telefonia
dmn i@ [ MRERe=2=ZF 8|5 =

aqax

Bezprzewodowe Marzedzia Pomoc

[. | Zastosuj filtr wyswietlania ... <Ctrl-/>

Mo. Time Source

143 3.87029@ 192.168.0.58
144 3.870581 192.168.0.58

146 3.873883 192.168.0.58

Destination

148.72.164.10
148.72.164.10

53313 » 443 [ACK] Seq=1 Ack=1 Win=26

Protocol Server Mame Info
TCP
TLSv1 id.sclpfybn.com

205.185.123.167 TCP

53312 » 443 [ACK] Seq=1 Ack=1 Win=26

Client Hello (SNI=id.sclpfybn.com)

147 3.874170 192.168.0.58 205.185.123.167 TLSv1 tls.peet.ws Ciient Heilo (SNI=tis.peet.ws)
L4

> Extension: pre shared key (len=156) ~|| @6a® @@ 2f 00 35 00 02 81 da da 90 00 @0 6b

[JA4: t13d1517h2_8daaf6152771 bOda82dd1658] 00bo 01 00 fe @d 01 1la 00 00 01 00 01 ea 00 20

[JA4 r: t13d1517h2_002f,0035,009c,009d,1301,1302,130 || 0c0 ae ff 26 27 od 65 bc 32 1c aa a3 76 75 15

[JA3 Fullstring: 771,4865-4866-4867-49195-49199-4919 | “9d0 88 6c 6a db 3c 61 le 98 6¢ c2 Ge 59 Qe 2e

[JA3: 4130d9ead565b9e62391F8153bAallce] S)| 00e0 39 7d 42 5d 15 2e f6 66 bf ca 3c fb bc 3a

aafn TJe rdh GA Al A% 8 P9 F3 fh 2 d A4 afk 1e

v @ TrackMe | Home * +

- C 2% tls.peetws
TrackMe - fingerprinting API
Your fingerprints

JA3

4130d9ea9565b9e62391f8153b0allce

771.4865-4866-4867-49195-49199-49196-49200-52393-52392-49171-49172-156-157-47-53,11-65037-13-5-18-35-23-17513-10-65281-51-45-0-27-16-43-41,29-23-24,0

https://tls.peet.ws/
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 SSL Blacklist (SSLBL)
* Greynoise

« BinaryEdge

* ThreatFilter.io



Atak DDoS

Auto v

Count

BO 000

60 000

40 000

20000

17:00 17:15 17:30 17:45 18:00 18:15 18:30
@timestamp per minute

Time

_source

ja3: C0220CD64849A629397A9CB6BF78ADEA method: GET uri: https://allegro.pl
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Atak DDoS

Database Entry

JA3 Fingerprint: c0220cd64849a629397a9cb68f78alea
First seen: 2019-03-24 00:12:32 UTC

Last seen: 2021-07-31 00:26:06 UTC

Status: Blacklisted

Malware samples: 2'848

Destination IPs: 858

Malware: | I

Listing date: 2020-01-09 14:28:36

https://sslbl.abuse.ch/ja3-fingerprints/c0220cd64849a629397a9cb68f78al0ea/
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Malware Samples

The table below documents all malware samples associated with this JA3 Fingerprint.

Timestamp (UTC) Malware Sample (MD5 hash)

2024-01-02 10:57:15 ac13a118d4b504158016dde92287bal¢
2024-01-02 10:57:14 ac13a118d4b504158016dde92287bal¢
2023-12-07 18:01:23 1b62b73224f069bbf9023ce167106e57
2023-12-05 11:00:14 ab47883f1cafa952369ch96789d4d25e
2023-07-06 03:18:10 b0134a0a8f3c072b7{386c546cbc87b5
2023-07-06 03:18:09 b0134a0a8f3c072b7{386c546cbc87b5
2023-07-06 03:18:09 b0134a0a8f3c072b7{386¢546cbc87b5
2023-07-05 08:03:51 13312131f49a21451a87f794a1f65e9
2023-07-05 03:10:56 a3cae3f983eb87ad409%aa58fb7e8f3a
2023-07-01 22:21:50 4624dddbe1a794e78d2b0c9014007c2e
2023-07-01 22:21:50 4624dddbe1a794e78d2b0c9014007c2e
2023-07-01 22:16:50 f18¢94e7d8c0eb55¢ca27f0389b48027b
2023-07-01 22:14:26 308062bf3087c15b631862366d8eb 119
2023-07-01 22:14:26 308062bf3087¢15b63186e366d8ebh119

2023-07-01 22:14:25 308062bf3087¢15b63186e366d8eh119

vT|

n/a
n/a
»3 57 /71 (80.28%)
n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a
p331 /71 (43.66%)
p330/71(42.25%)
p2 30/ 71 (42.25%)
p3 30/ 71 (42.25%)

Botnet C&C (IP:port)
52.97.135.98:443
13.107.42.22:443
13.107.42.22:443
104.237.62.212:443
18.165.180.80:443
162.219.224.231:443
162.219.226.231:443
18.164.166.80:443
99.84.202.21:443
09.84.202.21:443
13.225.139.89:443
18.165.180.80:443
18.66.104.83:443
23.206.209.146:443

13.225.73.180:443

https://sslbl.abuse.ch/ja3-fingerprints/c0220cd64849a629397a9cb68f78al0ea/
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MNASK

Tofsee — modularny spambot

16 wrzesnia 2016 | Adam Krasuski |

Zawiera pluginy w postaci bibliotek DLL. Poniewaz pojedyncze symbole bedace pozostatosciami po kompilacji zostaty w nich zostawione,

moglismy sie tatwo domyslié, jakie zadania maja poszczegolne pluginy. W czasie analizy Tofsee pobierat nastepujace pluginy:
gusmy sie ysuc, ) ja p g pltuginy Y p €pujace pluginy

Nazwa zasobu — numer Nazwa biblioteki Hash MD5 DLL-ki
1 ddosR.dlL fbc7eebed4ab6114e55989e50d8d19b5b
2 antibot.dll a3ba/755086b75e1b654532d1d097c549
3 snrpR.dll 385b09563350897f8c941b47fb199dcb
4 proxyR.dll 4al174e/770958be3ebbcc2c4alod038af

Sadzac po nazwach, Tofsee poza spamowaniem ma takze inne funkcgje, jak koordynowany DDoS, czy kopanie kryptowalut (jak sie okazuje,

jednym z pobieranych zasobow jest wtasnie koparka Litecoinow).

https://cert.pl/posts/2016/09/tofsee-pl/
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2023

Recently, a prominent pro-Russian hacktivist group known as Killnet launched a sophisticated L7 DDoS attack on a large

European organization. The attack aimed to overwhelm the company’s servers with massive amounts of traffic, making it difficult
for users to access the website with attack traffic peaking at 120K RPS. However, thanks to the efforts of the ES Security

Operations Center (SOC) and the advanced DDoS mitigation capabilities of F5 Distributed Cloud Services, the attack is being

successfully mitigated, and the website has remained operational throughout the attack. This attack is part of several DDo5

campaigns that have been occurring over the past few weeks originating from this group.

NEWS 31 JAN 2023

Killnet Attackers DDoS US and Dutch Hospitals

Phil Muncaster ADVERTISEMENT
UK / EMEA News Reporter, Infosecurity Magazine
Email Phil  Follow @philmuncaster

https://www.f5.com/company/blog/f5-distributed-cloud-services-stands-up-to-17-ddos-attacks
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Top Attack Sources

¢c0220cd64849a629397a9¢cb68f78a0ea
c0220cd64849a629397a9¢cb68f78a0ea
c0220cd64849a629397a9cb68f78a0ea
c0220cd64849a629397a9¢cb68f78a0ea

¢0220cd64849a629397a9cb68f78alea

E us
N
B Es
L
[ sc

TLS Fingerprint

11.8M
5.8M
5.7M
4.2M

3.4M

v

The TLS fingerprint that is responsible for the majority of attack traffic
in this attack scenario.

Attack traffic is originating from only 3 different TLS fingerprints, even though the source of the traffic
is distributed across 35 different IP addresses and 19 countries. We are seeing 72% of attack traffic

originating from 1 TLS Fingerprint which is shown in the above image. This fingerprint has been
associated with Tofsee malware, where systems infected with Tofsee are used as part of a DDoS

botnet.

https://www.f5.com/company/blog/f5-distributed-cloud-services-stands-up-to-17-ddos-attacks
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hacktivists after
one ddos attack

Al
= MM E S

| am once again asking
for your financial support.
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Favicon hash
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Favicon hash
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Favicon hash

23 favicon-hash.kmsec.uk MurmurHaSh3:
Retrieve from URL 1602743243
Favicon URL
https://allegro.pl/favicon.ico MD5:
Please provide the full URI path to the favicon 1C5C59f10d 540fa 16ceeC98883e95311

0fb3ac18912ae577cd84d991b5779eb95287

Result for https://allegro.pl/favicon.ico:

6fb5
favicon_hash SHA256:
nds 14746ef370c483e62142575¢3f24d5145355

8454d07f078d7e56694475da3df8

https://favicon-hash.kmsec.uk/



Favicon

Shodan
Censys
Zoomeye
Netlas.io
CriminallP
BinaryEdge
Hunter.how
FOFA
URLquery
URLscan
URLDna.io

hash



Favicon

Shodan
Censys
Zoomeye
Netlas.io
CriminallP
BinaryEdge
Hunter.how
FOFA
URLquery
URLscan
URLDna.io

hash



Favicon hash - hunter.how

202.133.243.82 / 80 [/ oms.cryptoemporium.top

202.133.243.82 / 443 | agent.cryptoemporium.xyz

Location: 2 Taiwan,China
Web Title: allegro@PEERS
Protocol: hitps

Trans Protocol: tcp

App/Product

HTTP/1.1 200 OK

Date: Sat, 06 Jan 2024 13:41:53 GMT

Etag: "658012c/-3ade”

Last-Modified: Mon, 18 Dec 2023 02:37:11 GMT
Server: nginx/1.18.0

Accept-Ranges: bytes

Cannartinn: koan-alive

202.133.243.82 / 443 | agent.cryptoemporium.pro

Location: | Taiwan,China
Web Title: allegrofiPEEES
Protocol: hitps

Trans Protocol: tcp

117.18.12.18 / 80 [ N/A

Location: “ Hong Kong,China
Web Title: allegrofi P2 EES
Protocol: hitp

Trans Protocol: tep

App/Product

HTTP{1.1 200 OK

Content-Length: 15070

Content-Type: text/himl

Date: Sat, 06 Jan 2024 13:47:45 GMT

Etag: "658012c/-3ade”

Last-Modified: Mon, 18 Dec 2023 09:37:11 GMT
Server noinx/1 180

App/Product

HTTP/1.1 200 OK

Connection: keep-alive

Content-Type: text/html

Date: Sat, 06 Jan 2024 02:20:28 GMT

Etag: W/"651ee2ab-3ade”

Keep-Alive: timeout=20

1 ast-Modified: Thu 05 Oct 2023 16-21-58 GMT

Location: | Taiwan,China
Web Title: ebaysEHES
Protocol: hitp

Trans Protocol: tcp

38.45.120.187 / 443 | oms.ebayspp.com

Location: =i Los Angeles,United States
Web Title: ebaysEHES
Protocol: https

Trans Protocol: tep

38.46.13.231 / 80 [ oms.ebayspp.com

Location: = Los Angeles,United States
Web Title: ebaysEHES
Protocol: http

Trans Protocol: tep

App/Product

HTTP{1.1 200 OK

Content-Length: 25080

Server: nginx/1.18.0

Connection: keep-alive

Last-Modified: Sat, 23 Dec 2023 14:37:54 GMT
Content-Type: text/html

Nate: Fri 79 Dec 2073 20rdA-19 GMT

App/Product

Eldy. v/ D28UUY 130 11

Last-Modified: Mon, 18 Dec 2023 08:55:47 GMT
Server: cdn

Vary: Accept-Encoding,Accept-Encoding
X¥-Cache-Status: MISS

Connection: keep-alive

App/Product

HTTP/1.1 200 OK

Last-Modified: Wed, 07 Nov 2023 05:38:50 GMT
Server: cdn

Vary: Accept-Encoding, Accept-Encoding
X-Cache-Status: MISS

Connection: keep-alive
Mantent-Tune- tayt /Al




Favicon hash - FOFA

oms.ebayspp.com @ ieas.

ebaysEERS

Organization: IDCC
2023-10-12
cdn

2 @

https:/loms._cryptoemporium.pro o

hazure

ebaysEERS

Organization: I

2023-10-03

cdn

kr @

Header

HTTP/1.1 200 OK

Connection: close

Content-Length: 24591

Accepl-Ranges: byles

Content-Type: text/himi

Date: Wed, 11 Oct 2023 22:53:13 GMT

Etag: "651ee?ad-613b

Last-Modified: Thu, 05 Oct 2023 16:22:05 GMT
Server: cdn

Vi Annmed Eeesdine

Header

HTTPf1.1 200 OK

Connection: close

Content-Length: 24570

Accept-Ranges: byles

Content-Type: text/himi

Date: Tue, 03 Oct 2023 09:13:07 GMT

Etag: "651aab35-5ffa"

Last-Modified: Mon, 02 Oct 2023 11:36:21 GMT
Server: cdn

Vimrmas Anomed Camnndine

- Ceriificate

=

https:llagent.eth010.com = uo7.

allegroEPEEGS

ASN: 64050

Crganization: EGPNET Global AST

2023-10-17

W nginx

BB @

https://fagent.ebayspp.com =™ uor.

allegrofEERES

2023-10-12

cdn

B @

Header

HTTPM.1 200 OK

Connection: close

Content-Length: 15070

Accept-Ranges: bytes

Content-Type: texthimi

Date: Tue, 17 Oct 2023 04:26:14 GMT

Etag: "651ee2ab-Jade

Lasi-Modified: Thu, 05 Oct 2023 16:21:58 GMT
Server: nginx

Wimmas A el

- Cerfificate

Header

HTTP/.1 200 OK

Connection: close

Content-Length: 15070

Accept-Ranges: bytes

Content-Type: texthimi

Date: Wed, 11 Oct 2023 22:53:12 GMT

Etag: "651ee2ab-3ade

Lasi-Modified: Thu, 05 Oct 2023 16:21:58 GMT
Server: odn

Warme Arrantd Encadin

- Ceriificate




v d ehaysEERES x +

Favicon hash

< & (—n https://oms.ebayspp.com/ad minflc:gin|
]

Welcome to

Login to your account.




Favicon hash - URLquery

2023-05-24T103:36:27Z

2023-05-21T15:00:01Z

2023-05-20T12:13:48Z

2023-05-10T21:57:192

2023-04-13T18:04:052

2023-03-10T16:56:43Z

2023-02-14T01:52:21Z

2023-01-10T06:59:11Z

0-1-2

0-1-0

0-1-0

0-0-38

0-0-41

0-0-40

0-0-23

0-0-21

23 urlguery.net/search?q=14746ef370c483e62142575¢c3f24d51453558454d07f078d7256694475da3df8

pottex-user.top/

ir3.xyz/5fd86703bc118

www.pottex-login.top/

allegro-demo-adminportal-aps.azurewebsites.net/

allegro-demo-adminportal-aps.azurewebsites.net/
allegro-demo-adminportal-aps.azurewebsites.net/
allegro-demo-adminportal-aps.azurewebsites.net/

allegro-demo-adminportal-aps.azurewebsites.net/




Favicon hash - URLquery

a Login X +

« - C QO 8 https://allegro-demo-adminportal-aps.azurewebsites.net/Account/Login?ReturnUrl=%2f

allegro

Please, enter your login details

Email
Password
Forgot your password?
7] Stay logged in
COOKIES

By using this website you're agreeing to our
Cookie Policy

[«




Favicon hash - URLscan

O urlscan. A Home

Q Search @ Live EBE API 4 Blog MDocs (& Pricing AL Llogin

|
Search results

Search for domains, |Ps, filenames, hashes, ASNs

hash:14746ef3/0c483e62142575¢3f24d51453558454d0/f0/8d/7e566944 /5da3df8




Favicon hash - URLscan

0O OOO OO OOOOOODOODO

bf8ed0c3b0delddebef5cbOf52cb81 7f.tsl-pl.co.pl/
3014c14a189db6c9f85¢7b55bb51b%fh.tsl-pl.co.pl/
936a814df06b0617fa558d7402227af0.tsl-pl.co.pl/
d0%beeab058b4bb126353f6e669f4b45.tsl-pl.co.pl/
114c8a6ff13d19bf06997bb0455b2fdé.tsl-pl.co.pl/
fa/b904dc894e8d3aab%26214a1a304c.tsl-pl.co.pl/
625b60e%e5edaf027/3d8aZaaae233%d.tsl-pl.co.pl/
845081c9c/45ec16aa07bd0fdaZb4232.tsl-pl.co.pl/
Of6bededbdceab86145e2ch20bbc8c499 tsl-pl.co.pl/
e/523f06b54bfbfbc8fd9e5e10cPadbe.tsl-pl.co.pl/
f984a284e1cdd938ae3f2e946edaafa%.tsl-pl.co.pl/
21f3961f42fA5cfefAbfd 78632e%e86b.tsl-pl.co.pl/
1da8414cbd41241626c70660e0ec83f5.1sl-pl.co.pl/
Ob92ffa047735%eaec240966716a565.tsl-pl.co.pl/

bldedd3fd /5¢/235d0582e2c505c8abb.tsl-pl.co.pl/

8571 /71zaloguj-weryfikacja.officell.co.pl/
850197weryhkacja-sie.officell.co.pl/
44891 7konta-poczta.officell.co.pl/
192036poczta-aktualizacja.officell.co.pl/
6517 7%wodsms-poczta.officell.co.pl/
27982%zaloguj-aktualizacja.officell.co.pl/
437848aktualizacja-kodsms.officell.co.pl/
298588weryhkacja-konta.nbaslum.co.pl/
430935sie-kod.nbaslum.co.pl/
948356kodsms-zaloguj.nbaslum.co.pl/
61869 7konta-kod.nbaslum.co.pl/
473885weryfikacja-zaloguj.nbaslum.co.pl/
334225sie-aktualizacja.nbaslum.co.pl/
239241kodsms-poczta.nbaslum.co.pl/

518293logowania-sie.figrall.co.pl/




Favicon hash - URLscan

a 1da8414cbd41241626c70660e0ec83F5.tsl-
pl.co.pl

Checking if the site connection is secure
‘X Verifying... CLOUDFL ARE

1da8414cbd41241626c70660e0ec83f5.tsl-pl.co.pl needs to review the security of
your connection before proceeding.

Why am | seeing this page? v
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Certificate Fingerprints - Serwisy

* Shodan

« Censys

« Zoomeye

* Netlas.io

* CriminallP

« BinaryEdge
 Hunter.how

* RisklQ/Passive Total
e Crt.sh

 SSLmate



Certificate Fingerprints - Serwisy

 Shodan

« Censys

« Zoomeye

* Netlas.io

* CriminallP

« BinaryEdge
 Hunter.how

* RisklQ/Passive Total
e Crt.sh

« SSLmate



v o d ebaysEERES X +

Certificate Fingerprints

&« C (E: https://oms.ebayspp.com/ad m'ln,’lr:-gin|
]

Welcome to

Login to your account.




Certificate Fingerprints

* oms.ebayspp.com



Certificate Fingerprints

Przegladarka certyfikatow: agent.ebayspp.com X

bgﬁ Ine | Szczegoly

Wystawiony dla
MNazwa pospolita (CN) agent.ebayspp.com
Crganizacja {O) <brak w certyfikacie»

Jednostka organizacyjna (OU)  <brak w certyfikacie>

Wystawiony przez
Mazwa pospolita (CN) R3
Organizacja (O) Let's Encrypt

Jednostka organizacyjna (OU)  <brak w certyfikacie>

Okres waznoscl

Wystawiony dnia pigtek, 22 grudnia 2023 04:48:00
Wygasa dnia czwartek, 21 marca 2024 04:42:08
Cdcisk cyfrowe SHA-
256
Certyfikat d54194dac5ae6293aelbfba 1d0eab34244%aaa25b5f809a0b38a2 27
21f16bba
Klucz publiczny a5cf2389f651eT5aTd1e8524decBc ] aelfc3fdTad 582 108ae3d4ae561

8d02bde




Certificate Fingerprints

Enter a domain to try it out:

‘ oms .ebayspp.com ‘

(] Also search sub-domains 8 Show DNS names B Show issuer B Show revocation info 8 Show problem reporting instructions B Show certificate data

GET https://fapi.certspotter.com/vl/issuances?domain=oms.ebayspp.com&expand=dns_names&expand=issuer&expand=revocationfexp
and=problem reportingfexpand-cert der
:
"id™:"e413498778",
"tbs_sha256": "1a5f8e9167c1bd4d77185642525d528bedab14812c3bf459T43aebdead963cab”,

"cert_sha256™:"d54194dacSae6293ac8bfbaldbeab342449faaa25bof809a9b38a22721F16b6a",
"dns_names™:["agent.ebayspp.com”,"ebayspp.com™,"oms.ebayspp.com” , "wew.ebayspp.com”],
"pubkey sha256" :"a5cf2389f651e75a7d1e8524dec8claedf c3fd7/ad582108ae3d4ae5618d02b4e ™,

"issuer”:{"friendly name”:"Let's Emcrypt”,”pubkey sha256":"8d@82536cB887482bc34fT54241d2bas59bf85b341aka28aftadb5813dc

"not_before™:"2623-12-27T63:48:892",

"mot_after™:"2024-83-21T83:48:88Z",

“revoked” : false,

"revocation™:{"time" :null, "reason” :null,"checked _at™:"2024-91-88T10:47:377"},

“problem reporting”:"security[at]letsencrypt[dot]org, cert-prob-reports[at]letsencrypt[dot]org, https://letsencrypt
"cert_der” :"MIIFHTCCBAWZAWIBAgTSAXBVE1poRln/cjzDdKCy/FOTMABGCSqGSTb3DQEBCWUAMDIxC zAJBENVEBAY TAIVTMRYwFAYDVQOKEWIMZXO)

https://sslmate.com/ct_search_api/



Certificate Fingerprints

* oms.ebayspp.com
« agent.ebayspp.com
* ebayspp.com

* WWW.ebayspp.com



Certificate Fingerprints

CG’HSUS Q Hosts ~ | £ | Search

fv2/certificates/{fingerprint}/hosts Returns a list of hosts presenting the given certificate.

Returns a list of hosts which contain services presenting this cerificate, including when the certificate was first observed.

Parameters

Name Description

fingerprint = "=aur=d ) :
The SHA-256 fingerprint of the requested cerificate.

string
(path) d54194dac5ae6293ae0bfbald0eab342449faaa25h
cursor

) Cursor token from the AP| response, which fetches the next g
string
{guery)

cursor




Certificate Fingerprints

Request URL

https:/fsearch.censys. iofapifva/certificates/ds4194dacsae6292ac0brbaldeeabl 2449 aaa2sba 209a9b38a22 721 F16bea  hosts

Server response

Code Details

200 Response body

i
"code" : I
"status": "OK",
"result®: {
"fingerprint™: "ds419%4dactaes293ac8bfbaldeeab34244%Faaa2cbaf2e9a9b38a22721f16b6a",
"hosts™: [
1
“observed_at™: "2824-01-83T65:88:83.5400511337",
“first_observed_at"™: "2024-81-83T85:88:03.5488511337",
"ip=: "117.1%.12.18",

name”: "ebayspp.com”

"observed at™: "2824-91-92T@9:17:85.37E7079247",
"first_observed at™: "2824-81-82T8%:17:85.37837879247",
"ip®: "117.18.12.18",

"name": "wwWW.ebayspp.com”




Certificate Fingerprints

censys Q Hosts v | & | 117.18.12.18

117.18.12.18

As of: Jan 08, 2024 9:3%9am UTC | Latest

kel Summary D History [& WHOIS 4 Explore

Basic Information

Forward DNS usdim.bond, www.ebayspp.com, agent.okxp.shop, oms.okxp.shop, ebayspp.com, ...

Routing 117.18.12.0/24 via BCPL-5G BGPMET Global ASN, SG (AS64050)
05 linux

Services (12) 22/SSH, 80/HTTE 111/PORTMAR 443/HTTP 3306/MYSQL, 6379/REDIS, 8848/HTTR
9200/HTTP 9300/HTTE 9400/HTTP 9848/UNKNOWN, 9849/UNKNOWN

Labels (AXIOS ) ( DATABASE )( REMOTE ACCESS )




Certificate Fingerprints

Request URL

https://search.censys. io/api/v2/hosts/117.18.12.18

Server response

Code Details

200

Responze body

“usdim. bond™ ,
"t . ebayspp ..com™ ,
"agent .okxp.shop”,
“oms . okxp.shop™,
“ebayspp.com”,
"oms . usdim. bond™
1,
"records™: {
"ebayspp.com™: {
"record_type®™: "aA",
"resolved_at™: "2824-91-82T15:33:85.2321529G87"
}.l
“oms.okxp.shop™: {
"record_type®™: "aA",
"resolved _at™: "2824-91-88T87:38:12.4247983737"
}.l
“agent.okxp.shop™: {
"record_type®™: "aA",
"resolved_at™: "2824-01-88T87:38:




Certificate Fingerprints

* oms.ebayspp.com
« agent.ebayspp.com
* ebayspp.com

* WWWw.ebayspp.com
« usdtm.bond

« agent.okxp.shop

* oms.okxp.shop

e oms.usdtm.bond



Certificate Fingerprints

WA

". SHODAN Explore Downloads Pricing &2

)%A’\// « 2
Tung €hung * PengiChau
. Mok'Ka ,
MuilWous
TaitO NgongPing W ¥Hei Ling
. Chau

117-18-12-18 - BRetriew [>_ Raw

@ General Information

eth010.com

agent.eth010.com
Hostnames

oms.eth010.com

www.eth010.com

Domains ETHO10.COM




Certificate Fingerprints

* oms.ebayspp.com
« agent.ebayspp.com
* ebayspp.com

* WWWw.ebayspp.com
« usdtm.bond

« agent.okxp.shop

* oms.okxp.shop

e oms.usdtm.bond

* eth010.com

« agent.eth010.com
e oms.eth010.com
 www.eth010.com



Certificate Fingerprints

(i) No security vendor flagged this IP address as malicious

/ 89 117.18.12.18 (117.18.0.0/20)
AS 64050 ( BGPNET Global ASN )

Community Score

DETECTION DETAILS RELATIONS COMMUNITY

Passive DNS Replication (3) ©

Date resolved Detections Resolver Domain
Georgia Institute of Tech

2024-01-01 0/89 ebayspp.com
nology
Georgia Institute of Tech

2023-12-31 0/89 usdtm.bond
nology

2019-09-14 0/89 VirusTotal wenjun.net.cn




Certificate Fingerprints

* oms.ebayspp.com
« agent.ebayspp.com
* ebayspp.com

* WWWw.ebayspp.com
« usdtm.bond

» agent.okxp.shop

« oms.okxp.shop

e oms.usdtm.bond

* eth010.com

« agent.eth010.com
« oms.eth010.com
 www.eth010.com
e wenjun.net.cn



Certificate Fingerprints

* oms.ebayspp.com
« agent.ebayspp.com
* ebayspp.com

* WWWw.ebayspp.com
« usdtm.bond

» agent.okxp.shop

* oms.okxp.shop

e oms.usdtm.bond

* eth010.com

« agent.eth010.com
« oms.eth010.com
 www.eth010.com
e wenjun.net.cn



Certificate Fingerprints

ehaysBER

0  d chay-BERS

< C @ hitps://oms.okxp.shop

Welcome to

Login to your account.




Certificate Fingerprints

okxp.shop/#/home

c 25 okxp.shop/#/home

HITENERTS

IREZAA?

= REEey

» @) A badiSMARTQ
Wszystiie kategorie SouER w O | @ [ woeategro v

HL T

[Smat oazs
$6.00

Premium Laminated Vinyl Skin
decal Sticker for Oculus Meta
Quest 2 Mando

SUPERCENA

Smarti! okazja
$28.00

SPONSORED Carrying Case For
Oculus Quest 2 Headset Storage
Bag Waterproof Travel Case

¢ SUPERCENA

[Smart ez
$56.00

SPONSORED Original PICO 4
Hard Carrying Case Compatible
with PICO 4 VR Headset
Controllers

SUPERCENA

Smart! okazja
$3.00

Stromtrooper Skin for Oculus
Quest 2 vinyl decal stickers oculus

SUPERCENA
I mns |

[smart oazia
$6.00

Premium Laminated Vinyl Skin
decal Sticker for Oculus Meta
Quest 2 Bart

SUPERCENA B
&

[Sman oz

$26.00

Po0l016 full wrap Skin kit that fits
the Oculus Quest 2



Certificate Fingerprints

okxp.shop/#/home

c 25 okxp.shop/

badzSMART

Wszystkie kategorie Moje Allegro v

allegro

—Z=rn
L7
SUPERCENA SUPERCENA

SUPERCENA SUPERCENA SUPERCENA Wy
Py cass ¢

Smart! okazja Smart! okazja Smart! okazja Smart! okazia Smart! okazja

$6.00 $28.00 $56.00 $3.00 $6.00 $26.00

Premium Laminated Vinyl Skin SPONSORED Carrying Case For SPONSORED Original PICO 4 Stromtrooper Skin for Oculus Premium Laminated Vinyl Skin Po0l016 full wrap Skin kit tr
decal Sticker for Oculus Meta Oculus Quest 2 Headset Storage Hard Carrying Case Compatible Quest 2 vinyl decal stickers oculus decal Sticker for Oculus Meta the Oculus Quest 2

Quest 2 Mando Bag Waterproof Travel Case with PICO 4 VR Headset Quest 2 Bart

Controllers



Certificate Fingerprints

v olap.shop/#/login

« (& 23 okxp.shop/#/login

allegro

547

R allgro 8 Bl[iEMK

YRR

RIFERIE SicE

RIS ©1995-2023 allegro Inc. (REBFTENF]. HEthl . BfA. OHRERER. JEESMESHE ©




Certificate Fingerprints

START

O]

oms.ebayspp.con

o

wenjun.net.cn

d54194dac5ae6293ae0bfba1d0eab34...

\

VirusTotal

o

<«

oms.eth010.com

o

agent.eth010.com

eth010.com

Shodan
www.eth010.com
Shodan
&
9,

®

oms.usdtm.bond

117.18.12.18

(‘\\’

S U
SSLmate

/ agent.ebayspp.com

SSLmate

SSLmate

Y

o,
Za\
W

oms.okxp.shop
(.\\’
N

usdtm.bond

o

ebayspp.com

o

www.ebayspp.com

o

agent.okxp.shop

\-»

@,

okxp.shop

FALSZYWY
SKLEP
ALLEGRO




To nie
koniec!




Jest tego wiecej

o JA3S

o JA4+ (JA4, JA4S, JA4H, JA4L, JA4X, JA4SSH)
« JARM

 HASSH

o Authentihash

* Rich PE header hash

 TLSH

 SM3




PODSUMOWANIE




Feedback




Dziekuje!




	Slide 1: Hash Hash Baby!
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8: Agenda
	Slide 9: Trochę o plikach
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44: Trochę o sieci
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60: Trochę o phishingu
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75: Trochę o infrastrukturze
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91
	Slide 92
	Slide 93
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100
	Slide 101
	Slide 102
	Slide 103

