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Agenda

 Trochę o plikach

 Trochę o sieci 

 Trochę o phishingu

 Trochę o infrastrukturze 



Trochę o plikach

 IMPHASH

 SSDEEP



IMPHASH



IMPHASH

https://www.mandiant.com/resources/blog/tracking-malware-import-hashing



IMPHASH

https://byronpate.com/wp-content/uploads/2013/12/PE-Headers.jpg



IMPHASH
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IMPHASH



IMPHASH

https://learn.microsoft.com/en-us/sysinternals/downloads/sysmon

EventIDs: 1,6,7,15,23,24,26,27,29,28



IMPHASH - Serwisy

• MalwareBazaar

• Hybrid Analysis

• ThreatMiner

• OTX AlienVault

• …
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IMPHASH

https://web.archive.org/web/20201208211026/https://www.fireeye.com/blog/products-and-services/2020/12/fireeye-shares-details-of-recent-cyber-attack-actions-to-protect-community.html



IMPHASH

https://github.com/mandiant/red_team_tool_countermeasures



IMPHASH

https://twitter.com/cyb3rops/status/1336769208441593856



IMPHASH

https://docs.google.com/spreadsheets/d/e/2PACX-1vQrmeti88UJ3tEhPlqEsNVoesB-pZh6o2-zyDG_-T3MUQBeL1yd_ycFqBlmjQ8fEggkGhcMefG9KHxP/pubhtml



SSDEEP



SSDEEP

https://ssdeep-project.github.io/ssdeep/index.html



SSDEEP
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SSDEEP

6144:G0Rum7mdLRp1bbSBIR/EHGtCMXgTo8qoFt/etg+XUsRwfAh18AW+EdpRrc1:G0E3dxtR/iU9mvUPksRwfAh18AW+EdpG

6144:t0Rum7mdLRp1bbSBIR/EHVtCMXgTo8qoFt/etg+XUsRwfAh18AW+EdpRrc2:t0E3dxtR/ib9mvUPksRwfAh18AW+Edpl



SSDEEP
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SSDEEP – Serwisy*

• Hybrid Analysis

• ThreatMiner

• BinaryEdge (hash of the HTML content)

• …



Trochę o sieci

 JA3 



JA3



JA3

https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967/



JA3

https://en.m.wikipedia.org/wiki/File:Full_TLS_1.2_Handshake.svg

https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967/



JA3

TLSVersion,Ciphers,Extensions,EllipticCurves,EllipticCurvePointFormats

769,47–53–5–10–49161–49162–49171–49172–50–56–19–4,0–10–11,23–24–25,0

md5()

ada70206e40642a3e4461f35503241d5



JA3

72a589da586844d7f0818ce684948eea9ec9894a7e8e683afa2b8ad40aadd23b



JA3

https://tls.peet.ws/



JA3 - Serwisy

• SSL Blacklist (SSLBL)

• Greynoise

• BinaryEdge

• ThreatFilter.io 

• …



Atak DDoS
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Atak DDoS

https://sslbl.abuse.ch/ja3-fingerprints/c0220cd64849a629397a9cb68f78a0ea/



Atak DDoS

https://sslbl.abuse.ch/ja3-fingerprints/c0220cd64849a629397a9cb68f78a0ea/



Atak DDoS

https://cert.pl/posts/2016/09/tofsee-pl/



Atak DDoS

https://www.f5.com/company/blog/f5-distributed-cloud-services-stands-up-to-l7-ddos-attacks



Atak DDoS

https://www.f5.com/company/blog/f5-distributed-cloud-services-stands-up-to-l7-ddos-attacks



Atak DDoS



Trochę o phishingu

 Favicon hash



FAVICON HASH



Favicon hash



Favicon hash



Favicon hash
MurmurHash3: 
1602743243

MD5: 
1c5c59f10d540fa16ceec98883e95311

SHA1: 
0fb3ac18912ae577cd84d991b5779eb95287
6fb5

SHA256:
14746ef370c483e62142575c3f24d5145355
8454d07f078d7e56694475da3df8

https://favicon-hash.kmsec.uk/



Favicon hash

• Shodan

• Censys

• Zoomeye

• Netlas.io

• CriminalIP

• BinaryEdge

• Hunter.how

• FOFA

• URLquery

• URLscan

• URLDna.io

• …
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Favicon hash - hunter.how



Favicon hash - FOFA



Favicon hash



Favicon hash - URLquery



Favicon hash - URLquery



Favicon hash - URLscan



Favicon hash - URLscan



Favicon hash - URLscan



Trochę o infrastrukturze

 Certificate Fingerprints



Certificate
Fingerprints



Certificate Fingerprints - Serwisy

• Shodan

• Censys

• Zoomeye

• Netlas.io

• CriminalIP

• BinaryEdge

• Hunter.how

• RiskIQ/Passive Total

• Crt.sh

• SSLmate

• …
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Certificate Fingerprints

• oms.ebayspp.com 
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Certificate Fingerprints

https://sslmate.com/ct_search_api/



Certificate Fingerprints
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• agent.ebayspp.com

• ebayspp.com

• www.ebayspp.com 
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Certificate Fingerprints
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Certificate Fingerprints



Certificate Fingerprints

START

FAŁSZYWY 

SKLEP 

ALLEGRO



To nie 
koniec!



Jest tego więcej

• JA3S

• JA4+ (JA4, JA4S, JA4H, JA4L, JA4X, JA4SSH)

• JARM

• HASSH

• Authentihash

• Rich PE header hash

• TLSH

• SM3

• …



PODSUMOWANIE



Feedback



Dziękuję!


	Slide 1: Hash Hash Baby!
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8: Agenda
	Slide 9: Trochę o plikach
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44: Trochę o sieci
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60: Trochę o phishingu
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75: Trochę o infrastrukturze
	Slide 76
	Slide 77
	Slide 78
	Slide 79
	Slide 80
	Slide 81
	Slide 82
	Slide 83
	Slide 84
	Slide 85
	Slide 86
	Slide 87
	Slide 88
	Slide 89
	Slide 90
	Slide 91
	Slide 92
	Slide 93
	Slide 94
	Slide 95
	Slide 96
	Slide 97
	Slide 98
	Slide 99
	Slide 100
	Slide 101
	Slide 102
	Slide 103

